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Chapter 1. Data Choices
The Data Choices module collects and publishes anonymous usage statistics to
https://stats.opennms.org .

When a user with the Admin role logs into the system for the first time, they will be prompted as to
whether or not they want to opt-in to publish these statistics. Statistics will only be published once
an Administrator  has opted-in.

Usage statistics can later be disabled by accessing the 'Data Choices' link in the 'Admin' menu.

When enabled, the following anonymous statistics will be collected and publish on system startup
and every 24 hours after:

¥ System ID (a randomly generated UUID)

¥ OpenNMS Release

¥ OpenNMS Version

¥ OS Architecture

¥ OS Name

¥ OS Version

1. Number of Alarms in the alarms table

2. Number of Events in the events table

3. Number of IP Interfaces in the ipinterface  table

4. Number of Nodes in the node table

5. Number of Nodes, grouped by System OID

1
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Chapter 2. Administrative Webinterface

2.1. Grafana Dashboard Box
Grafana  provides an API key which gives access for 3rd party application like OpenNMS. The
Grafana Dashboard Box  on the start page shows dashboards related to OpenNMS. To filter relevant
dashboards, you can use a tag  for dashboards and make them accessible. If no tag  is provided all
dashboards from Grafana  will be shown.

The feature is by default deactivated and is configured through opennms.properties . Please note that
this feature works with the Grafana API v2.5.0 .

Quick access to Grafana dashboards from the OpenNMS start page

2
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Table 1. Grafana Dashboard configuration properties
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Name Type Description Defau
lt

org.opennms.grafanaBox.s
how

Boole
an

This setting controls whether a grafana box showing the
available dashboards is placed on the landing page. The
two                                                            valid options for this
are true  or false .

false

org.opennms.grafanaBox.h
ostname

Strin
g

If the box is enabled you also need to specify hostname of
the Grafana  server

localh
ost

org.opennms.grafanaBox.p
ort

Integ
er

The port of the Grafana  server ReST API 3000

org.opennms.grafanaBox.a
piKey

Strin
g

The API key is needed for the ReST calls to work

org.opennms.grafanaBox.t
ag

Strin
g

When a tag  is specified only dashboards with this given
tag                                                             will be displayed.
When no tag  is given all dashboards will
be displayed

org.opennms.grafanaBox.p
rotocol

Strin
g

The protocol for the ReST call can also be specified http

org.opennms.grafanaBox.c
onnectionTimeout

Integ
er

Timeout in milliseconds for getting information from the
Grafana  server

500

org.opennms.grafanaBox.s
oTimeout

Integ
er

500

!
If you have Grafana  behind a proxy it is important the
org.opennms.grafanaBox.hostname is reachable.      This host name is used to
generate links to the Grafana  dashboards.

The process to generate an Grafana API Key  can be found in the HTTP API documentation . Copy the
API Key to opennms.properties  as org.opennms.grafanaBox.apiKey.

2.2. Operator Board
In a network operation center (NOC) the Ops Board  can be used to visualize monitoring
information. The monitoring information for various use-cases are arranged in configurable
Dashlets . To address different user groups it is possible to create multiple Ops Boards.

There are two visualisation components to display Dashlets :

¥ Ops Panel: Shows multiple Dashlets  on one screen, e.g. on a NOC operators workstation

¥ Ops Board : Shows one Dashlet  at a time in rotation, e.g. for a screen wall in a NOC

5
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Figure 1. Concept of Dashlets displayed in Ops Panel

Figure 2. Concept to show Dashlets in rotation on the Ops Board

2.2.1. Configuration

To create and configure Ops Boards administration permissions are required. The configuration
section is in admin area of OpenNMS and named Ops Board Config Web Ui .
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Figure 3. Navigation to the Ops Board configuration

Create or modify Ops Boards is described in the following screenshot.

Figure 4. Adding a Dashlet to an existing Ops Board

1. Create a new Ops Board  to organize and arrange different Dashlets

2. The name to identify the Ops Board

3. Add a Dashlet  to show OpenNMS monitoring information

7



4. Show a preview of the whole Ops Board

5. List of available Dashlets

6. Priority  for this Dashlet  in Ops Board  rotation, lower priority means it will be displayed more
often

7. Duration  in seconds for this Dashlet  in the Ops Board  rotation

8. Change Priority  if the Dashlet  is in alert state, this is optional and maybe not available in all
Dashlets

9. Change Duration  if the Dashlet  is in alert state, it is optional and maybe not available in all
Dashlets

10. Configuration properties for this Dashlet

11. Remove this Dashlet  from the Ops Board

12. Order Dashlets  for the rotation on the Ops Board  and the tile view in the Ops Panel

13. Show a preview for the whole Ops Board

The configured Ops Board  can be used by navigating in the main menu to Dashboard ! Ops Board .

Figure 5. Navigation to use the Ops Board

2.2.2. Dashlets

Visualization of information is implemented in Dashlets . The different Dashlets  are described in
this section with all available configuration parameter.

To allow filter information the Dashlet  can be configured with a generic Criteria Builder .
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Alarm Details

This Alarm-Details Dashlet  shows a table with alarms and some detailed information.

Table 2. Information of the alarms

Field Description

Alarm ID OpenNMS ID for the alarm

Severity Alarm severity (Cleared, Indeterminate, Normal, Warning, Minor, Major, Critical)

Node label Node label of the node where the alarm occurred

Alarm count Alarm count based on reduction key for deduplication

Last Event Time Last time the alarm occurred

Log Message Reason and detailed log message of the alarm

The Alarm Details Dashlet  can be configured with the following parameters.

Boost support Boosted Severity

Configuration Criteria Builder

Alarms

This Alarms Dashlet  shows a table with a short alarm description.

Table 3. Information of the alarm

Field Description

Time Absolute time since the alarm appeared

Node label Node label of the node where the alarm occurred

UEI OpenNMS Unique Event Identifier  for this alarm

The Alarms Dashlet  can be configured with the following parameters.

Boost support Boosted Severity

Configuration Criteria Builder

Charts

This Dashlet  displays an existing Chart .

Boost support false

Chart Name of the existing chart to display

Maximize Width Rescale the image to fill display width

Maximize Height Rescale the image to fill display height

9
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Image

This Dashlet  displays an image by a given URL.

Boost support false

imageUrl URL with the location of the image to show in this Dashlet

maximizeHeight Rescale the image to fill display width

maximizeWidth Rescale the image to fill display height

KSC

This Dashlet  shows an existing KSC report . The view is exact the same as the KSC report  is build
regarding order, columns and time spans.

Boost support false

KSC-Report Name of the KSC report to show in this Dashlet

Map

This Dashlet  displays the geographical map .

Boost
support

false

search Predefined search  for a subset of nodes shown in the geographical map in this
Dashlet

RRD

This Dashlet  shows one or multiple RRD graphs. It is possible to arrange and order the RRD graphs
in multiple columns and rows. All RRD graphs are normalized with a given width and height.

Boost support false

Columns Number of columns within the Dashlet

Rows Number of rows with the Dashlet

KSC Report Import RRD graphs from an existing KSC report and re-arrange them.

Graph Width Generic width for all RRD graphs in this Dashlet

Graph Height Generic height for all RRD graphs in this Dashlet

Timeframe value Number of the given Timeframe type

Timeframe type Minute, Hour, Day, Week, Month and Year for all RRD graphs

RTC

This Dashlet  shows the configured SLA categories from the OpenNMS start page.

10
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Boost support false

- -

Summary

This Dashlet  shows a trend of incoming alarms in given time frame.

Boost support Boosted Severity

timeslot Time slot in seconds to evaluate the trend for alarms by severity and UEI.

Surveillance

This Dashlet  shows a given Surveillance View .

Boost support false

viewName Name of the configured Surveillance View

Topology

This Dashlet  shows a Topology Map . The Topology Map  can be configured with the following
parameter.

Boost support false

focusNodes Which node(s) is in focus for the topology

provider Which topology should be displayed, e.g. Linkd, VMware

szl Set the zoom level for the topology

URL

This Dashlet  shows the content of a web page or other web application, e.g. other monitoring
systems by a given URL.

Boost support false

password Optional password if a basic authentication is required

url URL to the web application or web page

username Optional username if a basic authentication is required

2.2.3. Boosting Dashlet

The behavior to boost a Dashlet  describes the behavior of a Dashlet  showing critical monitoring
information. It can raise the priority in the Ops Board  rotation to indicate a problem. This behavior
can be configured with the configuration parameter Boost Priority  and Boost Duration . These to
configuration parameter effect the behavior on the Ops Board  in rotation.

11
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¥ Boost Priority : Absolute priority of the Dashlet  with critical monitoring information.

¥ Boost Duration : Absolute duration in seconds of the Dashlet  with critical monitoring
information.

2.2.4. Criteria Builder

The Criteria Builder  is a generic component to filter information of a Dashlet . Some Dashlets  use this
component to filter the shown information on a Dashlet  for certain use case. It is possible to
combine multiple Criteria  to display just a subset of information in a given Dashlet .

Table 4. Generic Criteria Builder  configuration possibilities

Restrict
ion

Property Value
1

Value
2

Description

Asc - - - ascending order

Desc - - - descending order

Between database
attribute

String String Subset of data between value 1 and value 2

Contains database
attribute

String - Select all data which contains a given text string in a given
database attribute

Distinct database
attribute

- - Select a single instance

Eq database
attribute

String - Select data where attribute equals ( ==) a given text string

Ge database
attribute

String - Select data where attribute is greater equals than ( >=) a
given text value

Gt database
attribute

String - Select data where attribute is greater than ( >) a given text
value

Ilike database
attribute

String - unknown

In database
attribute

String - unknown

Iplike database
attribute

String - Select data where attribute matches an given IPLIKE
expression

IsNull database
attribute

- - Select data where attribute is null

IsNotNul
l

database
attribute

- - Select data where attribute is not  null

IsNotNul
l

database
attribute

- - Select data where attribute is not  null

Le database
attribute

String - Select data where attribute is less equals than ( ! ) a given
text value

12



Restrict
ion

Property Value
1

Value
2

Description

Lt database
attribute

String - Select data where attribute is less than ( <) a given text
value

Le database
attribute

String - Select data where attribute is less equals than ( ! ) a given
text value

Like database
attribute

String - Select data where attribute is like a given text value
similar to SQL like

Limit - Intege
r

- Limit the result set by a given number

Ne database
attribute

String - Select data where attribute is not equals ( != ) a given text
value

Not database
attribute

String - unknown  difference between Ne

OrderBy database
attribute

- - Order the result set by a given attribute

2.3. JMX Configuration Generator
OpenNMS implements the JMX protocol to collect long term performance data for Java applications.
There are a huge variety of metrics available and administrators have to select which information
should be collected. The JMX Configuration Generator Tools  is build to help generating valid
complex JMX data collection configuration and RRD graph  definitions for OpenNMS.

This tool is available as CLI and a web based version.

2.3.1. Web based utility

Complex JMX data collection configurations can be generated from a web based tool. It collects all
available MBean Attributes  or Composite Data Attributes  from a JMX enabled Java application.

The workflow of the tool is:

1. Connect with JMX or JMXMP against a MBean Server  provided of a Java application

2. Retrieve all MBean  and Composite Data  from the application

3. Select specific MBeans and Composite Data  objects which should be collected by OpenNMS

4. Generate JMX Collectd configuration file and RRD graph  definitions for OpenNMS as
downloadable archive

The following connection settings are supported:

¥ Ability to connect to MBean Server  with RMI  based JMX

¥ Authentication credentials for JMX connection

¥ Optional: JMXMP connection
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The web based configuration tool can be used in the OpenNMS Web Application  in administration
section Admin ! JMX Configuration Generator .

Configure JMX Connection

At the beginning the connection to an MBean Server  of a Java application has to be configured.

Figure 6. JMX connection configuration window

¥ Service name: The name of the service to bind the JMX data collection for Collectd

¥ Host : IP address or FQDN connecting to the MBean Server  to load MBeans and Composite Data
into the generation tool

¥ Port : Port to connect to the MBean Server

¥ Authentication : Enable / Disable authentication for JMX connection with username and
password

¥ Skip non-number values : Skip attributes with non-number values

¥ JMXMP: Enable / Disable JMX Messaging Protocol  instead of using JMX over RMI

By clicking the arrow ( > ) the MBeans and Composite Data  will be retrieved with the given
connection settings. The data is loaded into the MBeans Configuration  screen which allows to select
metrics for the data collection configuration.

Select MBeans and Composite

The MBeans Configuration  section is used to assign the MBean  and Composite Data attributes  to RRD
domain  specific data types and data source names.
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