Administrators Guide

Copyright (c) 2018 The OpenNMS Group, Inc.

OpenNMS v14.0.3-SNAPSHOT
Last updated 2018-03-14 09:42:05 EDT



Table of Contents

Administrative Webinterface  $.$.$.$.$.$.$.$.3535.$.355$355355355$3555555555555355355555555555555555558558.88.
1. Operator Board $.$.$.$.$.$.$.5.5.353$355535535555555355555353535555555355555553555555555$859
1.1. Introduction  $.$.$.$.$.$.5.$.$.53$$5$5555355$55$53555555555535555555355555555553555558555.88.

1.2. Configuration $.$.$.$.$.$.$.53$5$5$$5353$355$555553555553535353555553535555553535585555538958.

1.3. Dashlets $.$.$.$.5.5.$.5.5.$.5.55.5555.55555355555555555555555555355553555555555535555$555.8.84

1.3.1
1.3.2.
1.3.3.
1.3.4.
1.3.5.
1.3.6.
1.3.7.
1.3.8.
1.3.9.

Alarm Details $.$.$.$.$.5.5.5.33535.5.555355555535535555555555555555555555535555555535%%
Alarms $.$.$.$.$5.5.$.$3555355$555535555555353555355553555555535555555555555555555.85%.9
Charts $.$.3.3.$.5.$.$.55$$353555$55553535555553555$5555353555555353555555555855888.$
IMage$.$.$.5.5$.553.555555555355555555555555555355555555555555553555555555555.88.
KS3.$3.$.3.5.5.553535555.55553555555555555555535555535535555555535555555555.5.555%.4
Map $.$.3.$.$.55.$.55553555555535553535555535355555555353555555553555555535555585588.
RRD$.$.5.3.$.5.5.$.55553535$555535355353555555355555555353555555555555585555558558.8.
RTC3$53.$.5355.555555555355555555535555555355555555355555535555555558558555.8.54
summary $.$.$.$.5.3$$$3.5.5.553535555.55355355555553555555535555555535555555555.5.559.

1.3.10. Surveillance $.$.$.$.$.5.3.$.$5$$555355$555535355555555355$555535355555555355$5555558%$
1.3.11. Topology $.$.$.$.$.3.$.$.5$.$53$.555553555$555553555553535555555555$55553538535855$89
1312, URL$.$.55$.555.555555555555555535555555555555555555555555555355555555555%8

1.4. Boosting Dashlet $.$.$.$.$.5.5.5.355$$.5.5.5533555.5.555355555555555555555555555555555555355$%.9.
1.5. Criteria Builder $.$.$.$.$.$.$$.$.5$$3$3$$5$$3535$355$5555355355$55355355$555535555555355553888.8:

2. Service Assurance $.$.$.$.53.$$5$5$535355353555555535553555553555555353555555535355555555855585%5.8$
2.1. Service monitors $.$.$.$.$.5.$.5.55.555$555.55355555555555555555555555555558555555855885%.¢

2.1.1.
2.1.2.
2.1.3.
2.1.4.
2.1.5.
2.1.6.
2.1.7.
2.1.8.
2.1.9.

AvailabilityMonitor ~ $.$.$.$.$.$.$.$.5.5.5.5535$$.5.555535555.55353555555355355555553555.555538.8.9.
BgpSessionMonitor $.$.$.$.$.$.$.$.5$.$355$355$5555355555553555555555535555555555355555$5358.$
BSFMonitor $.$.$.$.$.$.$.$35$.53533$3535$55353535555555535353555553555535555553555555555389
CiscolpSlaMonitor $.$.$.$.$.$.$.$.55.$355$$535555553555553553555555553555555555555558555.8.55.8.9
CiscoPingMibMonitor $.$.$.$.$.5.5.5$$$$5.53535535$35553553555555353555.5533533555555533558.5.89.
CitrixMonitor $.$.$.$.$.$.$.5.$.$.355$55$5555355$55$5355535555555355555555553555555553853588.
DhcpMonitor $.$.$5.$.$.$.5.$.$.53.$355$5355$35355555553353555555535355555555353555555553$355858
DiskUsageMonitor $.$.$.$.$.$.$.5.53.5.355$55$535355355555555555555555535535555555355855$535$.8.
DnsMonitor $.$.$.$5.5.53.$$.5.5.5553555555555355555553555555535555535535555555355.5.559

2.1.10. DNSResolutionMonitor $.$.$.$.$.$.$.$.53.5.5$.$$.$.$.5.555555.555555555.555555555555555555555$.%.%.
2.1.11. FtpMonitor $.$.5.$.$.3.5.$.5.5.5.5.5555.5555553555555555555555555555555555555555555.55.¢
2.1.12. HostResourceSwRunMonitor $.$.$.$.$.$.$.3.$.$.5$$$5$$535553555535553555555535555555553555555%
2.1.13. HitpMonitor $.$.$.$.5.5.3.5.5.5.$.5.5.5.53.5555555.3.555555555555555555555555355555555555%%.
2.1.14. HitpPostMonitor $.$.$.$.$.5.5$.$.$.5.5.5.5.55555.5.55555555555555555555555555555555.5.555%5.%.9
2.1.15. HitpsMonitor $.$.$.$.$.$.$.$.$.$.5.5.55$$$5.5.5.5555555.5.5555555.5.55555555.5555555555555.5.5.59.
2.1.16. lcmpMonitor $.$.$.$.5.$.$.5.5.$.3.5.$.5.5.5.5555.5555555555555535555555555555555355.5555.5.5%.¢
2.1.17. ImapMonitor $.$.$.$.$.$.$3.5.53.5.55555553.55555553555555535555555555555555555555555%4
2.1.18. JCifsMonitor $.$.$.$.$.$.5.5.5$.$.$.5.5.53.555555.5.55555555555555555555555555555555555355%%.
2.1.19. JDBCMonitor $.$.$.$.5.$.$3.5.5.5.53.5.5.5.5.55555.555555555555553555555555535555555555555.5%.¢
2.1.20. JDBCStoredProcedureMonitor $.$.$.$.$.3.$.$.$5.$.$.5.5.5$.3555555355555555535555555355555555535%
2.1.21. JDBCQueryMonitor $.$.$.5.3.5.5.$.$.5.5.5.3.5.55.55.5.53.555555.5555555555555555555555555555%.3.
2.1.22. JolokiaBeanMonitor $.$.$.$.$.$.$3.53.55$.$.$.5.5.5.55555.5.55555555555555555555555555555555.559%
2.1.23. LdapMonitor $.$.$.$3.5.$.$.5.5.$.3.5.55.55555555555555555555555555555535555555555555.5%.¢
2.1.24. LdapsMonitor $.$.$.$.53.5.$.$.5.5.$.3.5.$.5.5.5.5.555.35.55555355555555535555555355555555555559%.
2.1.25. MemcachedMonitor $.$.$.$.$.5.$.$.3.5.$.5.5.$.5.535.$.35.$555535555553555555555355555555.5.55.5.5.
2.1.26. NetScalerGroupHealthMonitor ~ $.$.$.$.$.$.$.$$5.5.5.5.5.5.55.5.555$3555553555555555555555555.5.5.5.9



2.1.27. NipMonitor $.$.$.$.$.$.$$555.5.5.5.55.5.55.5555555555555555555555555555555555555555%5.
2.1.28. OmsaStorageMonitor $.$.$.$.$.$.$.$.$.3.5.5.5.5.5.555555555555555555555555555555555555555.5.$
2.1.29. OpenManageChassisMonitor $.$.$.$.$.$.$$$$.$$355$$$$5535555$5555555$555555$55$55555$5$8.9$
2.1.30. Pop3Monitor $.$.$.$.$.$.5.5.5.3.55555.5.5.3.55555.5.55555555.55555555.55555555.555555.5.5.5.5.5.54
2.1.31. PrTableMonitor $.$.$.$.5.5.5.5.5.555555555555553555555555555555555555555555555555%%
2.1.32. sSmbMonitor $.$.$.5.5.5.$5.$.5.5.555.5$55555555555555555555555555555555555555555555%9.
2.1.33. snmpMonitor $.$.$.5.$.$.$.$.$.$.5.5.55555.5.5.5555555.55555555.5.55555555.5555555555555.5.5.59.
2.1.34. sshMonitor $.$.$.$.$.$.$$.5.5.5.5.5.5.55.3.$$.$$35355555.55.5.55555$5535553555555.5555555555353.
2.1.35. sSLCertMonitor $.$.$.3.5.5.5.5.5.5.55555.555555555555555555555555555555555555555555%%
2.1.36. strafePingMonitor $.$.$.$.$.$.$.$.$.$.$.$.$.$$55$55555.55.555555535$555555555555555555555.5.5.¢
2.1.37. SystemExecuteMonitor $.$.$.$.$.$.$.$.$.$.5.5.5$$.55.5.5.5555555.5.5555555.5555555555555555.5.55%9$
2.1.38. Win32ServiceMonitor $.$.$.$.$5.$.3.5.$.$$.5.5.5.5.55555.5.5.5555555.55555555.5.5555555.5.55555.5.5.5.59
2.1.39. XmpMonitor $.$.$.$.$.$.$.$.$$$5555.5.55.55555555555555555555555555555555555555.5.5.5.54

3. Events in OpenNMS $.$.$.$.$$$.55.3.5.5.55.5555555555555535555555555555555535555555555555$%.9%
3.1 Events$.$.5.$.$.$.5.5.5.5.555555.5.55555555555555555555555555555555.5555555555555555.5.59
3.1.1. Anatomy of an Event $.$.$.$.$.$.5.3.$.$.$.$.5.5.5.5.55555.5.55.555555.5355555555555555.555555.5.5.5.55
3.1.2. Sources of Evenis $.$.$.$.5.5.5.5.5.5.5.5.5.55.555555555555555555555555555555555555555555%%
3.1.3. The Event Bus $.$.$.$.$.$.$.$.$.$.$$.55.5.3.5.5.55.5.55$$355555555555555555$5555355555.55.5.5.5.5.5.9
3.1.4. Events in Action $.$.$.$.$.$$.$$535.5.5.5.5.5.55.5.5$.555355555555555555353555555555.5555.55.853.

4. OpenNMS Provisioning $.$.$.$.$.$.$5.5.5.53$$555.5.5355555.5.5555555.5.55555555.55555555.5555555.5.5.55.54
4.1. Provisioning $.$.$.$.$5.5.5.5.5.55555555555555555555555555555555555555555555555555555.95
4.1.1. summary $.$.$.$.5.$.$.$.$$$$555555.555555555555555555555555555555555555555555.5.5.%.
4.1.2. Concepts $.$.5.$.$.$.5.5.5.5.5.555.5.5.5.5.5.55555.5.555555555555555555555555.55555555.5.5.5.55.%.9
4.2. Getting Started $.$.$.$.$.$.3.5.5.5.5.5.555.5.5.5.5.55555.5.53555555.5555555555555555.5555555.5.5.555%9
4.2.1. Provisioning the SNMP Configuration $.$.$.$.3.$.$.$5.$.$.$55.3.$555$355$35.5$$35.55555$355$55.5.$.$5.%.9
4.3. Import Handlers  $.$.$3.$.$.$.$.3.5.$.$.$.$.$3$555553.55.555555555555555555555555555$55$55555%9$
4.3.1. File Handler $.$.$$.$.3.5.3.55.55.355$$3$3$5$$5535555555555555$5555355555.555555555555358.¢
4.3.2. HTTP Handler $.$.$.3.$.$.$.$.3.5.5.53.55553.5.5.3.5555555.5555555555355555.5.53555555.5.555555.5.5.5.9
4.3.3. DNS Handler $.$.$.$.$.3.5.53.5.5.5.5.5.555.55555555555355555555555555555555.555555555555%5
4.4. Provisioning Examples $.$.$3.$.$.$.$.5.$.$.$.$.$.$$$$5535.55.5555555$3555555355555555555555555.5.5.59
4.4.1. Basic Provisioning $.$.$.$.3.3.5.5.$.$.535$$$$3$$$5$5535555555555$555555555555555555.55535%.3.
4.4.2. Advanced Provisioning Example  $.$.$.$.$.$.3.5.3.5.5.5.$5.5.5.3.5.5555553.55555555555555.5.5.55555.5.5.5.9.
4.5. Adapters $.$.5.$.5.5.5.5.5.5.5.5555555.5.5.5.55.5.55.55555555555555555555555555555555555.5.5.5.5.5.
4.5.1. DDNS Adapter $.$.$.3.3.5.5.5.5.5.5.5.5.$.5555555555555.5555555355555555555.55555555555553.
4.5.2. RANCID Adapter $.$.$.$.5.3.3.3.$.$.$.$.$.$$555.5.55.5.5.5.55.5.$55$5555555.55555555555$555555559.
4.6. Integrating with Provisiond  $.$.$.$.$.$.3.5.53.5.5.$.$.$.5.5.$.$$555555553.55.5555555555555555555.555.$$%%
4.6.1. Provisioning Groups of Nodes $.$.$.$.$.5.5.$.$35.$.$$3.5.$$35.5$55.555555555$$555$35.55$5.5555.5.5.$95¢
4.6.2. Example $.$.$.3.5.5.5.5.5.5555555555555555555555555555555555555555555555555555559
4.7. Provisioning Single Nodes (Quick Add Node) $.$.$.$.$.$.$.$.$.$.5.5.5.55.5$55.5555555.55555555.5.555555.5.5.555.
4.8. Fine Grained Provisioning Using  provision.pl $.$.$.$.$.$.$.$.$.3.5.$.$$3.3.$5$5.3.$5$5.3$$5$$$55$$555555.5.55$%.$.
4.8.1. First, Create a new Provisioning Group  $.$.$.3.$.$.$.3.5.$.$3.5.$535.5$$35.5.5$55.5$55.55$55$555$$5.5.$.$5.5.9
4.8.2. Add a Node to an Existing Provisioning Group  $.$.$.$.3.$5.3.$.$.$.$5.5$$$3$$$55$55355.5555555555555$5%%
4.9. Yet Other APl Examples $.$.$.$.$.$.5.5.5.$.$.$.$.5.5.5.55555.5.5.5555555.55555555.5.55555555.5555555.5.55%
5. OpenNMS Operation $.$.$.$.3.$5.5.5.5.$.555.5.5.555555.5.55555555.53555555.5555555555555555.5.55555.5.5.
6. JMX Configuration Generator $.$.$.$.$.$.$.$$555.55555555555555555555555555555555555555.5.5.5.5.5.5.5.
6.1. Web based utility $.$.$.$.$.$$$$55555.55.5555555555555553555555555555555555555555555.5.5.8.
6.1.1. Configure JMX Connection $.$.$.$.$$$$$$$55$5$$5$55535555$55535555$55535555555555$5555553%4%
6.1.2. Select MBeans and Composite $.$.$.$.$.$.5.5.5.3.5.5.5.3.3$$$$$3$$555535.55555555$$3$$555555.55.5.5.5.5.
6.1.3. Download and include configuration  $.$.$.$.$.$.$3.3.$.$.5.5.$335.5$335.5.$$5.5.53555$35555355$5$5.55$5.5.5.$%
6.2. CLI based utility $.$.$.$.$$.335.555.5555$55555555355555555555555555555555555555555555%9.



6.2.1. Installation $.$.$.$.3$.$.5.5.5.55355.5.5.555355555553555555555555555555555555555.5555%.8.
6.2.2. Usage$.$.3.$.$.5.5.$.55553535555555535555555353555555355555555355555553555558555595%.9
6.2.3. Graph Templates $.$.$.$.$.$.$.3.3.$.5.5$.553$3535$55$5353535355555353555555355535355555553.5558.88.

7. Special Cases and Workarounds  $.$.$.$.$.$.5.$.5.$.5.5.5555$5$5$55355555555555555555555555555555585%
7.1. Overriding SNMP Client Behavior $.$.$.$.$.$.5.$$$55$5555355$5555555555555535555555555555.555.5.8.5.9



Administrative Webinterface



Chapter 1. Operator Board

1.1. Introduction

In a network operation center

(NOC) the Ops Board can be used to visualize monitoring information. The monitoring

information for various use-cases are arranged in configurable

create multiple Ops Boards.

There are two visualisation components to display

Dashlets:

Dashlets. To address different user groups it is possible to

¥ Ops Panel: Shows multiple Dashlets on one screen, e.g. on a NOC operators workstation

¥ Ops Board: Shows one Dashlet at a time in rotation, e.g. for a screen wall in a NOC

Dashlet

Dashlet

Dashlet

Dashlet

Ops Panel

Figure 1. Concept of Dashlets displayed in Ops Panel

Dashlet

Ops Board

Figure 2. Concept to show Dashlets in rotation on the Ops Board

1.2. Configuration

To create and configure Ops Boards administration permissions are required. The configuration section is in admin area of

OpenNMS and named 'Ops Board Config Web Ui'.
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Figure 3. Navigation to the Ops Board configuration

Create or modify Ops Boards is described in the following screenshot.
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Figure 4. Adding a Dashlet to an existing Ops Board

1. Create a new Ops Board to organize and arrange different ~ Dashlets

2. The name to identify the Ops Board

3. Add a Dashlet to show OpenNMS monitoring information

4. Show a preview of the whole  Ops Board

5. List of available Dashlets

6. 'Priority' for this  Dashlet in Ops Board rotation, lower priority means it will be displayed more often

7. 'Duration’ in seconds for this  Dashlet in the Ops Board rotation

8. Change 'Priority' if the Dashlet is in alert state, this is optional and maybe not available in all Dashlets

9. Change 'Duration' if the Dashlet is in alert state, it is optional and maybe not available in all Dashlets

10. Configuration properties for this ~ Dashlet

11. Remove this Dashlet from the Ops Board

12.Order Dashlets for the rotation on the  Ops Board and the tile view in the  Ops Panel

13. Show a preview for the whole  Ops Board

The configured Ops Board can be used by navigating in the main menu to 'Dashboard ! Ops Board'.



Figure 5. Navigation to use the Ops Board

1.3. Dashlets

Visualization of information is implemented in Dashlets. The different Dashlets are described in this section with all

available configuration parameter.

To allow filter information the Dashlet can be configured with a generic  Criteria Builder

1.3.1. Alarm Details

This Alarm-Details Dashlet shows a table with alarms and some detailed information.

Table 1. Information of the alarms

Field Description
‘Alarm ID' OpenNMS ID for the alarm
'Severity' Alarm severity (Cleared, Indeterminate, Normal, Warning,

Minor, Major, Critical)

‘Node label' Node label of the node where the alarm occurred
‘Alarm count' Alarm count based on reduction key for deduplication
‘Last Event Time' Last time the alarm occurred

'Log Message' Reason and detailed log message of the alarm

The Alarm Details Dashlet can be configured with the following parameters.

Boost support Boosted Severity
Configuration Criteria Builder
1.3.2. Alarms

This Alarms Dashlet shows a table with a short alarm description.

Table 2. Information of the alarm
Field Description
‘Time' Absolute time since the alarm appeared

‘Node label' Node label of the node where the alarm occurred



