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OpenNMS 18

Important Upgrade Notes
¥ Upgrade Custom Icon Definitions : Custom Icon Definitions in the Topology Map are now

handled differently. Please migrate existing custom icons. The OpenNMS Administrators Guide
covers this topic in more detail.
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OpenNMS 17

System Requirements
¥ Java 8: OpenNMS 17 requires Java 8 as the runtime environment. To run OpenNMS 17, we

recommend the most recent version of Oracle JDK 8 for your platform.

¥ PostgreSQL 9.1 or higher : OpenNMS 17 now requires PostgreSQL 9.1 or higher. All older
versions of PostgreSQL are past their end-of-life support date.

Important Upgrade Notes
¥ Clean Up Events and Alarms : Please clean up your event and alarm lists as much as possible

before performing an upgrade to OpenNMS 17. The upgrade process contains a large number of
database schema migrations which will cause rewrites of all of the data in some tables. If you
prune unused data from these tables beforehand, it will make the upgrade process much
quicker.

¥ Remote Poller API Change : Due to internal API changes, the Remote Poller API has changed in
OpenNMS 17. If you upgrade to OpenNMS 17, you will also need to upgrade all Remote Pollers
attached to the system to version 17 as well.

¥ RMI Security Updates : Since OpenNMS 16.0.4, the RMI registry has been changed to only listen
on localhost by default. Starting in OpenNMS 17, it also now requires authentication using an
OpenNMS administrator account.

¥ JMX Updates : JMX is no longer enabled by default on port 18980. If you have reason to access
your OpenNMS instance remotely over JMX, you can reenable it by adding
-Dcom.sun.management.jmxremote.port=18980 and -Dcom.sun.management.jmxremote.ssl=false to
ADDITIONAL_MANAGER_OPTIONS in $OPENNMS_HOME/etc/opennms.conf. Note that OpenNMS-JVM
monitoring of the local instance (ie, localhost) will still work by using the JMX Access API,
without needing to enable the TCP port.

API Changes
¥ Monitoring locations for the Remote Poller are now viewed and configured in the UI under

/locations/index.jsp . Monitoring locations were previously configured in the etc/monitoring-
locations.xml  file but are now stored in monitoringlocations  database table.

¥ All data previously in the location_monitors  table is now in the monitoringsystems  table.

¥ The ifIndex  column has been removed from the ipInterface  table. To fetch the ifIndex, you
need to join to the snmpInterface  table by nodeId.

¥ The nodeId and ipAddr  columns have been removed from the ifServices  table. To fetch these
columns, you need to join to the ipInterface  table.

¥ The nodeId, ipAddr  and serviceId  columns have been removed from the outages table. To fetch
these columns, you need to join to the ifServices  table.
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New Features
¥ Newts Storage for Data Collection : In addition to RRD and JRobin, OpenNMS 17 data collection

now supports our [Newts]( http://opennms.github.io/newts/ ) time-series data store that uses the
highly-scalable Apache Cassandra database as the storage backend. This storage solution
provides higher performance than the file-based RRD and JRobin databases and practically
unlimited scalability when using a cluster of Cassandra nodes. You can drastically reduce CPU
and storage load on your OpenNMS system and increase the number of metrics stored per
second by using the Newts storage engine.

¥ Measurements REST API Filtering : The measurements REST API now supports the use of
arithmetic filters on the returned datasets. This allows you to perform calculations or statistical
operations on the data via server-side processing.

¥ Grafana Panel : An optional panel has been added to the UI to allow you to integrate links to
Grafana graphs in the UI.

¥ Streamlined UI Style : The style of the UI has been refined to provide a clearer, more modern
look-and-feel.

¥ Alarm Heatmap : A heatmap visualization has been added that lets you quickly visualize alarm
status and outages within a category or on a node.

¥ FreeIPA Kerberos Authentication : WeÕve added a sample configuration for FreeIPA Kerberos
SSO to our jetty-webapps/opennms/WEB-INF/spring-security.d  directory.

¥ JMX Configuration UI and CLI : The JMX Configuration web UI and CLI have been rewritten to
make it easier to generate complex JMX data collection configurations.

¥ JMS Alarm Northbounder : The implementation of a JMS northbounder for sending OpenNMS
Alarms to external JMS listeners has been completed. Thanks to David Schlenk (@dschlenk) for
this contribution!

¥ OTRS 3.1+ Ticketing Integration : Our OTRS ticketing integration has been updated to work
with the API in OTRS 3.1 and higher. Thanks to Jonathan Sartin (@blackpoplar) for this
contribution!

¥ Easier Remote Poller Configuration : Monitoring locations can now be associated with
multiple polling and collection packages. This can make some Remote Poller scenarios easier to
configure.

Dependency Updates
¥ Jasper Reports has been upgraded from 5.6.1 to 6.1.1.

Events
¥ A10 AX Load Balancer

¥ Avocent DSView

¥ Dell Force 10

¥ Evertz 7800FR Multiframe
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¥ 7880-IP-ASI-IP

¥ 7881-DEC-MP2

¥ 7780-ASI-IP2

¥ Infoblox

¥ ~50 new NetApp Events

¥ Raytheon NXU-2A

Thanks to Marcel Fuhrmann (@mfuhrmann) and Cyrille Bollu (@StCyr).

Data Collection
¥ Fortinet Fortigate

¥ Sonicwall

Thanks to Marcel Fuhrmann (@mfuhrmann) and Cyrille Bollu (@StCyr).

Retired Features
¥ Linkd : Linkd was the original implementation of the link scanning daemon for OpenNMS. It has

been superseded by Enhanced Linkd (Enlinkd) in OpenNMS 14 and higher. Linkd has been
removed as of OpenNMS 17.

¥ SVG Maps : The SVG map feature relied on LinkdÕs code for drawing links between items on the
map so it was also removed in OpenNMS 17.

¥ Xmlrpcd : Xmlrpcd was a daemon that relayed inventory and polling events to an external
system over the XML-RPC protocol. Because you can accomplish almost all of its use cases by
using the provisioning REST service, it has been removed.

¥ MX4J: The MX4J HTTP interface has been removed in favor of using more modern JMX access
methods that have been added in recent versions of the JVM.

Internal Updates
¥ The Enlinkd link scanning code and topology code have been updated to provide higher

performance.

¥ The resource API for data storage has undergone heavy refactoring to provide changes
necessary to support Newts.

¥ The Jasper and statsd reports have been changed so that they use a new unified interface for
fetching data from either RRD, JRobin, or Newts.

¥ The Discovery engine has been refactored into its own project.

¥ The REST interface has been refactored to be based on Apache CXF 3.1.4.

¥ The Dashboard has been rewritten using the Vaadin toolkit to modernize its look-and-feel.

¥ The opennms-assemblies/jmx-config-generator-onejar  project has been moved to features/jmx-
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config-generator .

Documentation
¥ Introducing installation guide for Debian, CentOS and Windows-based systems.

¥ Introducing installation guide for Newts.

¥ Documentation for JasperReports for using the Measurements ReST API added to the admin
guide.

¥ Documentation for Enhanced Linkd daemon configuration and collected information for
Bridge-MIB discovery, LLDP, CDP, OSPF and IS-IS added to the admin guide.

¥ Documentation for how to deal with SSL in Java and Jetty added to the admin guide.

GNU Affero General Public License 3.0

Changelog

Release 17.1.1

Release 17.1.1 is the latest stable release of OpenNMS.  It contains a number of bug fixes and a few
other changes. For a high-level overview of whatÕs changed in OpenNMS 17, see major changes in
OpenNMS 17.

The codename for 17.1.1 is Glenmorangie .

Enhancement

¥ Allow send events through ReST (Issue NMS-6404)

¥ Create pull request and contribution template to GitHub project (Issue NMS-8148)

Task

¥ Remove all jersey artifacts from lib classpath (Issue NMS-8151)

Bug

¥ Chart Servlet Outages model exception (Issue NMS-7936)

¥ Groups config rolled back after deleting a user in web UI (Issue NMS-8010)

¥ Adding com.sun.management.jmxremote.authenticate=true on opennms.conf is ignored by the
opennms script (Issue NMS-8034)

¥ org.hibernate.exception.SQLGrammarException with ACLs on V17 (Issue NMS-8048)

¥ vacuumd-configuration.xml!Ñ!Database error executing statement (Issue NMS-8075)

¥ Overview about major releases in the release notes (Issue NMS-8113)

¥ CanÕt modify the Foreign ID on the Requisitions UI when adding a new node (Issue NMS-8153)

¥ When altering the SNMP Trap NBI config, the externally referenced mapping groups are
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persisted into the main file. (Issue NMS-8159)

¥ Tooltips are not working on the new Requisitions UI (Issue NMS-8161)

¥ OutageDao ACL support is broken causing web UI failures (Issue NMS-8165)

¥ Install guide should use postgres admin for schema updates (Issue NMS-8177)

¥ Allows state names to be configured in the JIRA Ticketer Plugin (Issue NMS-8199)

Release 17.1.0

Release 17.1.0 is the latest stable release of OpenNMS.  It contains a number of important bug fixes
and a few new features. For a high-level overview of whatÕs changed in OpenNMS 17, see major
changes in OpenNMS 17 .

The codename for 17.1.0 is Talisker .

New Features

¥ Support for Web Services-Management  protocol for collecting performance data and
monitoring status ( HZN-583, HZN-584)

¥ Expose the Northbound Interfaces configuration through ReST ( HZN-570)

¥ Northbound interface for E-Mail ( HZN-565)

¥ Northbound implementation for SNMP Traps ( HZN-564)

¥ AMQP Northbound Integration ( HZN-537)

¥ Provide a tool for importing existing .rrd / .jrb metrics into Newts ( HZN-344)

Enhancements

¥ Add more flexibility to the syslog alarm northbound implementation ( HZN-563)

¥ Define optional event parameters on the event definition ( HZN-551)

¥ Create upgrade script for service-configuration.xml ( HZN-545)

¥ Expose SNMP4J 2.x noGetBulk and allowSnmpV2cInV1 capabilities (Issue NMS-7123)

¥ Add threshold comments and whitespace changes to match how the OpenNMS web GUI
generates XML files (Issue NMS-7978)

¥ Add support for using NRTG via Ajax calls (Issue NMS-8005)

¥ Add support for OSGi-based Ticketing plugins (Issue NMS-8024)

¥ Add event definition for postfix syslog message TLS disabled (Issue NMS-8028)

¥ Improve the SNMP data collection config parsing to give more flexibility to the users (Issue
NMS-8030)

¥ set Up severities for RADLAN-MIB.events.xml (Issue NMS-8042)

¥ Add support for marshalling NorthboundAlarms to XML (Issue NMS-8068)

¥ Event definition file for JUNIPER-IVE-MIB (Issue NMS-8071)

¥ Fixed a paragraph in the "Automatic Discovery" provisioning chapter (Issue NMS-8120)

7

http://issues.opennms.org/browse/NMS-8159
http://issues.opennms.org/browse/NMS-8161
http://issues.opennms.org/browse/NMS-8165
http://issues.opennms.org/browse/NMS-8177
http://issues.opennms.org/browse/NMS-8199
https://en.wikipedia.org/wiki/WS-Management
http://issues.opennms.org/browse/HZN-583
http://issues.opennms.org/browse/HZN-584
http://issues.opennms.org/browse/HZN-570
http://issues.opennms.org/browse/HZN-565
http://issues.opennms.org/browse/HZN-564
http://issues.opennms.org/browse/HZN-537
http://issues.opennms.org/browse/HZN-344
http://issues.opennms.org/browse/HZN-563
http://issues.opennms.org/browse/HZN-551
http://issues.opennms.org/browse/HZN-545
http://issues.opennms.org/browse/NMS-7123
http://issues.opennms.org/browse/NMS-7978
http://issues.opennms.org/browse/NMS-8005
http://issues.opennms.org/browse/NMS-8024
http://issues.opennms.org/browse/NMS-8028
http://issues.opennms.org/browse/NMS-8030
http://issues.opennms.org/browse/NMS-8042
http://issues.opennms.org/browse/NMS-8068
http://issues.opennms.org/browse/NMS-8071
http://issues.opennms.org/browse/NMS-8120


Bugs

¥ OTRS integration doesnÕt properly validate SOAP responses ( HZN-518)

¥ Bad suggestions in install guide (Issue NMS-4108)

¥ Enlinkd Topology Plugin fails to create LLDP links for mismatched link port descriptions. (Issue
NMS-7152)

¥ snmp-graph.properties.d files with --vertical-label="verticalLabel" in config (Issue NMS-7820)

¥ Incorrect host in Location header when creating resources via ReST (Issue NMS-7866)

¥ config-tester is broken (Issue NMS-7910)

¥ Opsboard and Opspanel use wrong logo (Issue NMS-7953)

¥ Unable to generate eventconf if a MIB (improperly?) uses a TC to define a TC (Issue NMS-7966)

¥ container features.xml still references jersey 1.18 when it should reference 1.19. (Issue NMS-
7988)

¥ Topology-UI shows CDP links not correct (Issue NMS-8000)

¥ Backshift graphs show dates in UTC instead of the browserÕs timezone (Issue NMS-8014)

¥ StrafePing: Unexpected exception while polling PollableService (Issue NMS-8017)

¥ Grafana Box did not work anymore (Issue NMS-8023)

¥ Constant Thread Locking on Enlinkd (Issue NMS-8026)

¥ Wrong use of opennms.web.base-url (Issue NMS-8029)

¥ NRTG with newts - get StringIndexOutOfBoundsException (Issue NMS-8038)

¥ The newts script only works if cassandra runs on localhost (Issue NMS-8051)

¥ AlarmPersisterIT test is empty (Issue NMS-8054)

¥ The 'newts init' script does work when authentication is enabled in Cassandra (Issue NMS-8064)

¥ ReST Regression in Alarms/Events (Issue NMS-8065)

¥ Newts only uses a single thread when writing to Cassandra (Issue NMS-8066)

¥ User Restriction Filters: mapping class for roles to groups does not work (Issue NMS-8073)

¥ The "Remove From Focus" button intermittently fails (Issue NMS-8074)

¥ The OnmsDaoContainer does not update its cache correctly, leading to a
NumberFormatException (Issue NMS-8079)

¥ File not found exception for interfaceSTP-box.jsp on SNMP interface page (Issue NMS-8084)

¥ Installation Guide Debian Bug Version 17.0.0 (Issue NMS-8097)

¥ Unable to complete creation of scheduled reports (Issue NMS-8100)

¥ NPE when persisting data with Newts (Issue NMS-8103)

¥ init script checkXmlFiles() fails to pick up errors (Issue NMS-8104)

¥ INFO-severity syslog-derived events end up unmatched (Issue NMS-8106)

¥ Memory leak when using  the BSFDetector (Issue NMS-8109)

8

http://issues.opennms.org/browse/HZN-518
http://issues.opennms.org/browse/NMS-4108
http://issues.opennms.org/browse/NMS-7152
http://issues.opennms.org/browse/NMS-7820
http://issues.opennms.org/browse/NMS-7866
http://issues.opennms.org/browse/NMS-7910
http://issues.opennms.org/browse/NMS-7953
http://issues.opennms.org/browse/NMS-7966
http://issues.opennms.org/browse/NMS-7988
http://issues.opennms.org/browse/NMS-7988
http://issues.opennms.org/browse/NMS-8000
http://issues.opennms.org/browse/NMS-8014
http://issues.opennms.org/browse/NMS-8017
http://issues.opennms.org/browse/NMS-8023
http://issues.opennms.org/browse/NMS-8026
http://issues.opennms.org/browse/NMS-8029
http://issues.opennms.org/browse/NMS-8038
http://issues.opennms.org/browse/NMS-8051
http://issues.opennms.org/browse/NMS-8054
http://issues.opennms.org/browse/NMS-8064
http://issues.opennms.org/browse/NMS-8065
http://issues.opennms.org/browse/NMS-8066
http://issues.opennms.org/browse/NMS-8073
http://issues.opennms.org/browse/NMS-8074
http://issues.opennms.org/browse/NMS-8079
http://issues.opennms.org/browse/NMS-8084
http://issues.opennms.org/browse/NMS-8097
http://issues.opennms.org/browse/NMS-8100
http://issues.opennms.org/browse/NMS-8103
http://issues.opennms.org/browse/NMS-8104
http://issues.opennms.org/browse/NMS-8106
http://issues.opennms.org/browse/NMS-8109


¥ init script "configtest" exit value is always 1 (Issue NMS-8112)

¥ Heat map Alarms/Categories do not show all categories (Issue NMS-8116)

¥ WS-MAN has broken ForeignSourceConfigRestService and the requisitions UI doesnÕt work.
(Issue NMS-8119)

¥ Removing ops boards via the configuration UI does not update the table (Issue NMS-8123)

¥ JNA ping code reuses buffer causing inconsistent reads of packet contents (Issue NMS-8126)

¥ Synchronizing a requisition fails (Issue NMS-8133)

¥ Add all the services declared on Collectd and Pollerd configuration as available services on
/opennms/rest/foreignSourceConfig/services (Issue NMS-8147)

Release 17.0.0

Release 17.0.0 is the latest stable release of OpenNMS.  It contains a large number of bug fixes and
new features. For a high-level overview of whatÕs changed in OpenNMS 17, see WhatÕs New in
OpenNMS 17.

The codename for 17.0.0 is Glen Moray .

Enhancements

¥ Add option to the <service> element in poller-configuration.xml to specify service-specific RRD
settings (Issue NMS-1488)

¥ Additional storeByGroup capabilities (Issue NMS-1910)

¥ Infoblox events file (Issue NMS-2362)

¥ Adding SNMP traps for Raytheon NXU-2A (Issue NMS-3479)

¥ Add A10 AX load balancer trap events (Issue NMS-4008)

¥ Interactive JMX data collection configuration UI (Issue NMS-4364)

¥ Add Force10 Event/Traps (Issue NMS-5016)

¥ Event definition for Juniper screening SNMP traps (Issue NMS-5071)

¥ events definiton file for DSVIEW-TRAP-MIB (Issue NMS-5272)

¥ Trap definition files for Evertz Multiframe and Modules (Issue NMS-5397)

¥ Trap and data collection definitions for Ceragon FibeAir 1500 (Issue NMS-5398)

¥ New (additional) event file for NetApp filer (Issue NMS-5791)

¥ New Fortinet datacollection / graph definition (Issue NMS-6770)

¥ DefaultResourceDao should use RRD-API to find resources (Issue NMS-7108)

¥ MIB support for Zertico environment sensors (Issue NMS-7131)

¥ Implement "integration with OTRS-3.1+" feature (Issue NMS-7191)

¥ Unit tests should be able to run successfully from the start of a compile. (Issue NMS-7258)

¥ Create a detector for XMP (Issue NMS-7404)
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¥ Remove linkd (Issue NMS-7520)

¥ Add Juniper SRX flow performance monitoring and default thresholds (Issue NMS-7553)

¥ Enable real SSO via Kerberos (SPNEGO) and LDAP (Issue NMS-7614)

¥ Create opennms.properties option to make dashboard the landing page (Issue NMS-7618)

¥ Get rid of servicemap and servermap database tables (Issue NMS-7689)

¥ Add support for Javascript-based graphs (Issue NMS-7700)

¥ Dell Equallogic Events (Issue NMS-7722)

¥ Persist the CdpGlobalDeviceIdFormat  (Issue NMS-7768)

¥ Add Sonicwall Firewall Events (Issue NMS-7798)

¥ JMS Alarm Northbounder (Issue NMS-7805)

¥ DNS Resolution against non-local resolver (Issue NMS-7821)

¥ Recognize Cisco ASA5580-20 for SNMP data collection (Issue NMS-7868)

¥ Promote Compass app when mobile browser detected (Issue NMS-7949)

¥ Document how to configure RRDtool in OpenNMS (Issue NMS-7986)

¥ nodeSource[] resource ids only work when storeByFs is enabled (Issue NMS-7711)

¥ Flatten and improve web app style (Issue NMS-7894)

¥ Document HeatMap ReST services (Issue NMS-7929)

¥ Cleanup docs modules (Issue NMS-7940)

Bugs

¥ odd index "ifservicves_ipinterfaceid_idx" in database - typo? (Issue NMS-5613)

¥ JMX Config Tool CLI is not packaged correctly (Issue NMS-5946)

¥ Statsd randomly looks for storeByForeignSource rrds (Issue NMS-6012)

¥ 'Overall Service Availability' bad info in case of nodeDown / nodeUp transition (Issue NMS-6478)

¥ Running online report "Response Time Summary for node" produces Unexpected Error (Issue
NMS-6493)

¥ Outdated Quartz URL in provisiond-configuration.xml file (Issue NMS-6555)

¥ Not evaluating threshold for data collected by HttpCollector (Issue NMS-6803)

¥ test failure: org.opennms.web.alarm.filter.AlarmRepositoryFilterTest (Issue NMS-6927)

¥ test failure: org.opennms.web.svclayer.DefaultOutageServiceIntegrationTest (Issue NMS-6942)

¥ When building the "Early Morning Report" I get a "null" dataset argument Exception. (Issue
NMS-6944)

¥ Early Morning Report will not run correctly without any nodes in OpenNMS (Issue NMS-7000)

¥ Availability by node report needs a "No Data for Report" Section (Issue NMS-7001)

¥ Event Translator cant translate events with update-field data present (Issue NMS-7024)

¥ Topology Map does not show selected focus in IE (Issue NMS-7095)
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¥ MigratorTest fails on two of the 3 tests. (Issue NMS-7254)

¥ Inconsistent naming in Admin/System Information (Issue NMS-7407)

¥ Fonts are too small in link detail page (Issue NMS-7411)

¥ Fix header and list layout glitches in the WebUI (Issue NMS-7417)

¥ Dashboard node status shows wrong service count (Issue NMS-7459)

¥ XML Collector is not working as expected for node-level resources (Issue NMS-7516)

¥ build failure in opennms-doc/guide-doc on FreeBSD (Issue NMS-7600)

¥ etc folder still contains references to capsd (Issue NMS-7649)

¥ Vaadin dashboard meaning of yellow in the surveillance view (Issue NMS-7667)

¥ Audiocodes.events.xml overrides RMON.events.xml (Issue NMS-7679)

¥ JMX Configuration Generator admin page fails (Issue NMS-7680)

¥ Example Drools rules imports incorrect classes (Issue NMS-7693)

¥ Logging not initialized but used on Drools Rule files. (Issue NMS-7695)

¥ Problems on graphs for 10 gigabit interface (Issue NMS-7702)

¥ Database Report - Statement correction (Issue NMS-7703)

¥ Building OpenNMS results in a NullPointerException on module "container/features" (Issue
NMS-7709)

¥ PSQLException: column "nodeid" does not exist when using manage/unmanage services (Issue
NMS-7723)

¥ Add support for jrrd2 (Issue NMS-7728)

¥ Log messages for the Correlation Engine appear in manager.log (Issue NMS-7729)

¥ bug in EventBuilder method setParam() (Issue NMS-7736)

¥ Unit tests fail for loading data collection (Issue NMS-7739)

¥ SeleniumMonitor with PhantomJS driver needs gson JAR (Issue NMS-7748)

¥ Cannot edit some Asset Info fields (Issue NMS-7750)

¥ c.m.v.a.ThreadPoolAsynchronousRunner:
com.mchange.v2.async.ThreadPoolAsynchronousRunner$DeadlockDetector@59804d53!Ñ!APPA
RENT DEADLOCK!!! Creating emergency threads for unassigned pending tasks! (Issue NMS-
7755)

¥ noSuchObject duplicates links on topology map (Issue NMS-7762)

¥ Error when you drop sequence vulnnxtid (Issue NMS-7764)

¥ Incorrect unit divisor in LM-SENSORS-MIB graph definitions (Issue NMS-7766)

¥ HttpRemotingContextTest is an integration test and needs to be renamed as such (Issue NMS-
7770)

¥ Fix unit tests to run also on non-US locale systems. (Issue NMS-7771)

¥ JMX Configuration Generator (webUI) is not working anymore (Issue NMS-7772)
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¥ node detail page failure (Issue NMS-7777)

¥ Measurements ReST API broken in develop (CXF) (Issue NMS-7778)

¥ OSGi-based Web Modules Not Accessible (Issue NMS-7785)

¥ OSGi-based web applications are unaccesible (Issue NMS-7791)

¥ Cannot load events page in 17 (Issue NMS-7794)

¥ JSON Serialization Broken in REST API (CXF) (Issue NMS-7802)

¥ Queued RRD updates are no longer promoted when rendering graphs (Issue NMS-7814)

¥ The DataCollectionConfigDao returns all resource types, even if they are not used in any data
collection package. (Issue NMS-7816)

¥ Measurements ReST API Fails on strafeping (Issue NMS-7818)

¥ Requesting IPv6 resources on measurements rest endpoint fails (Issue NMS-7819)

¥ Remove Access Point Monitor service from service configuration (Issue NMS-7822)

¥ The reload config for Collectd might throws a ConcurrentModificationException (Issue NMS-
7824)

¥ Exception in Vacuumd because of location monitor changes (Issue NMS-7826)

¥ NPE on "manage and unmanage services and interfaces" (Issue NMS-7828)

¥ Smoke tests failing because OSGi features fail to install: "The framework has been shutdown"
(Issue NMS-7834)

¥ "No session" error during startup in EnhancedLinkdTopologyProvider (Issue NMS-7835)

¥ KIE API JAR missing from packages (Issue NMS-7836)

¥ Counter variables reported as strings (like Net-SNMP extent) are not stored properly when using
RRDtool (Issue NMS-7839)

¥ Some database reports are broken (ResponseTimeSummary, etc.) (Issue NMS-7844)

¥ New Provisioning UI: 401 Error when creating a new requisition (Issue NMS-7845)

¥ Slow LinkdTopologyProvider/EnhancedLinkdTopologyProvider in bigger enviroments (Issue
NMS-7846)

¥ Graph results page broken when zooming (Issue NMS-7847)

¥ Parameter descriptions are not shown anymore (Issue NMS-7848)

¥ UnsupportedOperationException when using the JMXSecureCollector (Issue NMS-7852)

¥ distributed details page broken (Issue NMS-7855)

¥ Default log4j2.xml has duplicate syslogd appender, missing statsd entries (Issue NMS-7856)

¥ Cisco Packets In/Out legend label wrong (Issue NMS-7857)

¥ Enlinkd CDP code fails to parse hex-encoded IP address string (Issue NMS-7858)

¥ IpNetToMedia Hibernate exception in enlinkd.log (Issue NMS-7861)

¥ Duplicate Drools engines can be registered during Spring context refresh() (Issue NMS-7867)

¥ PageSequenceMonitor broken in remote poller (Issue NMS-7870)
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¥ The remote poller doesnÕt write to the log file when running in headless mode (Issue NMS-7874)

¥ Distributed response times are broken (Issue NMS-7875)

¥ HttpClient ignores socket timeout (Issue NMS-7877)

¥ RTC Ops Board category links are broken (Issue NMS-7884)

¥ Remedy Integration: the custom code added to the Alarm Detail Page is gone. (Issue NMS-7890)

¥ LazyInitializationException when querying the Measurements API (Issue NMS-7893)

¥ Statsd PDF export gives class not found exception (Issue NMS-7897)

¥ Deadlocks on Demo (Issue NMS-7899)

¥ JMX Configgenerator Web UI throws NPE when navigating to 2nd page. (Issue NMS-7900)

¥ Incorrect Fortinet System Disk Graph Definition (Issue NMS-7901)

¥ Pages that contain many Backshift graphs are slow to render  (Issue NMS-7902)

¥ The default location for the JRRD2 JAR in rrd-configuration.properties is wrong. (Issue NMS-
7907)

¥ Missing dependency on the rrdtool RPM installed through yum.postgresql.org (Issue NMS-7909)

¥ Alarm detail filters get mixed up on the ops board (Issue NMS-7917)

¥ Startup fails with Syslogd enabled (Issue NMS-7921)

¥ FasterFilesystemForeignSourceRepository is not working as expected (Issue NMS-7926)

¥ Heat map ReST services just produce JSON output (Issue NMS-7930)

¥ ClassNotFoundException JRrd2Exception (Issue NMS-7935)

¥ HeatMap ReST Xml output fails (Issue NMS-7939)

¥ Apache CXF brakes the ReST URLs for nodes and requisitions (because of service-list-path)
(Issue NMS-7942)

¥ Jersey 1.14 and 1.5  jars mixed in lib with Jersey 1.19 (Issue NMS-7944)

¥ Incorrect attribute types in cassandra21x data collection package (Issue NMS-7945)

¥ Bad substitution in JMS alarm northbounder component-dao wiring (Issue NMS-7948)

¥ Bouncycastle JARs break large-key crypto operations (Issue NMS-7959)

¥ Missing graphs in Vaadian dashboard when storeByFs=true (Issue NMS-7962)

¥ JSoup doesnÕt properly parse encoded HTML character which confuses the XML Collector (Issue
NMS-7963)

¥ MBean attribute names are restricted to a specifix max length (Issue NMS-7964)

¥ Auto-discover is completely broken - Handling newSuspect events throws an exception (Issue
NMS-7968)

¥ JMS alarm northbounder always indicates message sent (Issue NMS-7969)

¥ Querying the ReST API for alarms using an invalid alarmId returns HTTP 200 (Issue NMS-7972)

¥ The ICMP monitor can fail, even if valid responses are received before the timeout (Issue NMS-
7974)
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¥ JMX Configuration Generation misbehavior on validation error (Issue NMS-7977)

¥ The ReST API code throws exceptions that turns into HTTP 500 for things that should be HTTP
400 (Bad Request) (Issue NMS-7981)

¥ New servers in install guide (Issue NMS-7985)

¥ Background of notifications bell icon is too dark (Issue NMS-7997)

¥ Provisiond default setting does not allow to delete monitoring entities (Issue NMS-7998)

¥ Upgrade to commons-collections 3.2.2 (Issue NMS-7999)

¥ NPE in JMXDetector (Issue NMS-8001)

¥ Iplike could not be installed following install guide (Issue NMS-8004)
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OpenNMS 16
Since OpenNMS 15, many features have been refactored to increase modularity of the OpenNMS
code. New reporting capabilities have also been added to support integration with external
graphing engines such as Grafana.

Java 8
All build and dependency issues with Java 8 have been resolved and now OpenNMS 16 requires
Java 8 as the runtime environment. To run OpenNMS 16, we recommend the most recent version of
Oracle JDK 8 for your platform.

Capsd Has Been Removed
The legacy capability scanner, Capsd, has been removed from OpenNMS. It was deprecated in
OpenNMS 1.12 and disabled by default in OpenNMS 14 in favor of the provisioning systems of
OpenNMS. The Capsd code has now been removed completely which will enable us to streamline
the data access code of OpenNMS. This will make the system easier to maintain and may improve
performance down the road.

Linkd is Deprecated
The original link scanning daemon, Linkd, has been superseded by Enhanced Linkd since it was
introduced in OpenNMS 15. Enhanced Linkd is a refactored replacement that is more efficient than
the original Linkd code. Linkd is disabled by default in OpenNMS 15 and 16 and we consider it
deprecated. The code for Linkd will be removed completely in OpenNMS 17. All users should
migrate over to using Enhanced Linkd as a replacement.

API Changes
Several classes changed location in OpenNMS 16 and these changes may require you to update
configuration files or scripts with the new names.

¥ The IndexStorageStrategy  and PersistAllSelectorStrategy  classes moved into the
org.opennms.netmgt.collection.support  Java package. These classes are heavily referenced in
data collection configuration files. There is an upgrade task that should update all data
collection files when you run the install  command after upgrading OpenNMS.

¥ All EventUtils  class methods were consolidated inside the
org.opennms.netmgt.model.events.EventUtils  class.

New Features
¥ There is a new REST service that can be used to export performance data. This service can be

used to easily export OpenNMS metrics into external graphing engines such as Grafana. See the
REST API documentation for details.
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Dependency Updates
A number of internal libraries have been upgraded for bugfixes and new features. None of these
updates should require configuration changes.

¥ Spring has been upgraded from 3.2.9 to 4.0.5.

¥ Spring Security has been upgraded from 3.1.7 to 3.2.7.

¥ Drools has been upgraded from 5.1.1 to 6.0.1.

¥ Apache Camel has been upgraded from 2.13.2 to 2.14.1.

¥ Smack (used for XMPP notifications) has been upgraded from 3.0.4 to 4.0.6.

¥ The webapp schemas have all been updated to the Servlet 3.0 specification.

Internal Updates
Various parts of the OpenNMS system were rewritten in OpenNMS 16 to improve maintainability or
performance of the code.

¥ The JMX detector, monitor, and collector were refactored for modularity.

¥ The Dashboard was rewritten using the Vaadin UI toolkit to improve and modernize its look-
and-feel.

¥ Bean Scripting Framework (BSF) notifications and the BSFMonitor were optimized and are now
much more efficient. (Thanks to David Schlenk for this contribution!)

¥ RTC, which calculates the availability percentages for the category panel on the main page, was
rewritten using Spring for initialization and using database calls to perform availability
calculations. This will improve its maintainability.

¥ The web controllers for provisioning, RANCID integration, reports, the node list, and Remote
Poller administration were rewritten to modernize their code.

¥ The REST portion of the OpenNMS webapp was modularized into its own project.

¥ The web UI service layer was separated from the main web UI to improve modularity.

[GNU Affero General Public License 3.0]: http://www.gnu.org/licenses/agpl-3.0.html

Changelog

Release 16.0.4

Release 16.0.4 is the latest stable release of OpenNMS. It contains a number of bugfixes, including a
change to help mitigate remote attacks over RMI.

As of this release, RMI listens only on localhost by default. This can be overridden by setting the
property opennms.poller.server.serverHost=<hostname or IP>  in opennms.conf or opennms.properties .

The old behavior can be restored by setting the property to:
opennms.poller.server.serverHost=0.0.0.0 .
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The codename for 16.0.4 is Doorman .

Bug

¥ JMX Config Tool CLI is not packaged correctly (Issue NMS-5946)

¥ Event Translator cant translate events with update-field data present (Issue NMS-7024)

¥ Fonts are too small in link detail page (Issue NMS-7411)

¥ Discovery.Pinger seems to ignore loglevel (Issue NMS-7509)

¥ Cannot edit some Asset Info fields (Issue NMS-7750)

¥ c.m.v.a.ThreadPoolAsynchronousRunner:
com.mchange.v2.async.ThreadPoolAsynchronousRunner$DeadlockDetector@59804d53!Ñ!APPA
RENT DEADLOCK!!! Creating emergency threads for unassigned pending tasks! (Issue NMS-
7755)

¥ Linkd Not Start and close OpenNMS starting (Issue NMS-7789)

¥ NPE on "manage and unmanage services and interfaces" (Issue NMS-7828)

¥ Slow LinkdTopologyProvider/EnhancedLinkdTopologyProvider in bigger enviroments (Issue
NMS-7846)

¥ distributed details page broken (Issue NMS-7855)

¥ IpNetToMedia Hibernate exception in enlinkd.log (Issue NMS-7861)

¥ HttpClient ignores socket timeout (Issue NMS-7877)

¥ XML data collection with JSON handler fails (Issue NMS-7885)

¥ Statsd PDF export gives class not found exception (Issue NMS-7897)

¥ Deadlocks on Demo (Issue NMS-7899)

¥ JMX Configgenerator Web UI throws NPE when navigating to 2nd page. (Issue NMS-7900)

¥ Alarm detail filters get mixed up on the ops board (Issue NMS-7917)

¥ Exception Decoding LLDP ChassisId When type is NetworkAddress (Issue NMS-7931)

¥ Bouncycastle JARs break large-key crypto operations (Issue NMS-7959)

¥ JSoup doesnÕt properly parse encoded HTML character which confuses the XML Collector (Issue
NMS-7963)

¥ RMI should only bind to localhost by default. (Issue NMS-7971)

Enhancement

¥ Interactive JMX data collection configuration UI (Issue NMS-4364)

Release 16.0.3

Release 16.0.3 is the latest stable release of OpenNMS.  It contains a number of bugfixes, including a
fix to an NPE that could cause nodes to not show in the topology UI.

The codename for 16.0.3 is Phillip Fathom .
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Bug

¥ IfIndex not updated in ipinterface table on change (Issue NMS-6567)

¥ build failure in opennms-doc/guide-doc on FreeBSD (Issue NMS-7600)

¥ Log messages for the Correlation Engine appear in manager.log (Issue NMS-7729)

¥ SeleniumMonitor with PhantomJS driver needs gson JAR (Issue NMS-7748)

¥ The command /opt/opennms/bin/ilr doesnÕt work (Issue NMS-7760)

¥ nodeCategoryChanged event on already-down node makes extra nodeDown events (Issue NMS-
7761)

¥ noSuchObject duplicates links on topology map (Issue NMS-7762)

¥ OpenNMS wonÕt start anymore with 512MB of Heap Size (Issue NMS-7783)

¥ Some weak cipher suites allowed in example jetty.xml HTTPS config (Issue NMS-7812)

¥ The reload config for Collectd might throws a ConcurrentModificationException (Issue NMS-
7824)

¥ KIE API JAR missing from packages (Issue NMS-7836)

¥ Fix for NMS-6567 prevents interfaces from acquiring SNMP interface records on rescan (Issue
NMS-7838)

¥ Counter variables reported as strings (like Net-SNMP extent) are not stored properly when using
RRDtool (Issue NMS-7839)

Release 16.0.2

Release 16.0.2 is the latest stable release of OpenNMS.  It is a repack of 16.0.1 with a missing bugfix
included.

The codename for 16.0.2 is still  Bananaman .  ItÕll be our secret.

Release 16.0.1

Release 16.0.1 is the latest stable release of OpenNMS.  It contains a few small enhancements and a
number of bugfixes, including a fix to running OpenNMS on a system that cannot reach the public
Internet.

The codename for 16.0.1 is Bananaman .

Bug

¥ Dashboard node status shows wrong service count (Issue NMS-7459)

¥ XML Collector is not working as expected for node-level resources (Issue NMS-7516)

¥ Vaadin dashboard meaning of yellow in the surveillance view (Issue NMS-7667)

¥ Web UI doesnÕt start on system with no internet connection (Issue NMS-7683)

¥ Missing release notes v16 (Issue NMS-7685)

¥ Links and missing docs release for Horizon 16 (Issue NMS-7690)
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¥ Example Drools rules imports incorrect classes (Issue NMS-7693)

¥ Logging not initialized but used on Drools Rule files. (Issue NMS-7695)

¥ NumberFormatException in LldpUtils (Issue NMS-7697)

¥ Hibernate exception in AlarmDetailsDashlet (Issue NMS-7698)

¥ Nodelist page acts unexpectedly when mouse over nodelabel (Issue NMS-7699)

¥ CSS Dashboard donÕt work. (Issue NMS-7701)

¥ Unable to create a user defined label on nodes after upgrade to 16.0.0 (Issue NMS-7704)

¥ API documentation links are not up to date (Issue NMS-7708)

¥ NullPointerException in RrdtoolXportFetchStrategy (Issue NMS-7710)

¥ 'MoreÉ' event link on /opennms/element/service.jsp encodes URL incorrectly (Issue NMS-7714)

¥ output.log flooded with "java.lang.NumberFormatException: For input string" (Issue NMS-7733)

Enhancement

¥ Improve drill down workflow for SLA categories on start page (Issue NMS-7668)

¥ Add links to SLA category on start page (Issue NMS-7669)

¥ Improve links for SLA categories on start page (Issue NMS-7713)

Release 16.0.0

Release 16.0.0 is the latest stable release of OpenNMS.  It is primarily a refactoring/cleanup release,
but contains a number of other bug fixes and enhancements.  Note that as of OpenNMS 16.0.0, a
Java 8 JDK is required.  A high-level overview of whatÕs changed since 15.x is available in the WhatÕs
New  document.

The codename for 16.0.0 is Daredevil .

Bug

¥ "24hr Avail" went negative (Issue NMS-863)

¥ SLM categories totals are not being updated during runtime (Issue NMS-2213)

¥ Include all plugins in default configuration (Issue NMS-2637)

¥ When removing nodes from a provisioning group, the removed nodes may still be referenced in
KSC reports; thus resulting in errors accessing those reports until the nodes are manually
removed (Issue NMS-4399

¥ Unable to add custom poller with capsd disabled (Issue NMS-4924

¥ Deadlock inside RTCÕs DataManager during shutdown (Issue NMS-5631)

¥ The Stp interface box page throws an exception (Issue NMS-6100)

¥ When displaying Linkd link info on node, ifAlias data in interface columns missing opening
quote (Issue NMS-6158)

¥ NRTG is throwing ConcurrentModificationException (Issue NMS-6536)
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¥ IfIndex not updated in ipinterface table on change (Issue NMS-6567)

¥ Requisition UI has inconsistent field labels for building the provisioning requisition (Issue NMS-
6568)

¥ linkd canÕt make use of learned MAC addresses on ports to determine path mapping (Issue NMS-
6583)

¥ sort order interfaces on node page (Issue NMS-6593)

¥ EnLinkD IS-IS Link discovery fails on Cisco routers (Issue NMS-6802)

¥ Geomaps are quite slow (Issue NMS-6902)

¥ Remove Link Status Menu Item (Issue NMS-6905)

¥ lldpchassisid not properly decoded for DragonWave in Enhanced Linkd Lldp node discovery
(Issue NMS-6912)

¥ test failure: org.opennms.netmgt.provision.detector.SmtpDetectorTest (Issue NMS-6972)

¥ Link Status Provider is still an option for older Linkd Topology Provider (Issue NMS-6974)

¥ Java 8 build fails some tests (Issue NMS-7029)

¥ MAC 00:00:00:00:00:00 should be treated as null (Issue NMS-7089)

¥ IpNetToMedia Table: Manage duplicated ip address (Issue NMS-7090)

¥ Toggle icons on Node List Page are too small on resolutions greater than Full HD (Issue NMS-
7096)

¥ Geo-Maps running on a server without internet connection breaks the UI for valid nodes. (Issue
NMS-7148)

¥ Alarms dashlet: "ago" and node label columns can overlap when tiled (Issue NMS-7175)

¥ LLdp link discovery: lldpRemLocalPortNum value 0 (Issue NMS-7183)

¥ LldpHelper decode exception (Issue NMS-7184)

¥ Remove the logging directories from the DEB package (Issue NMS-7192)

¥ Switch direction to zoom in and out in the topology (Issue NMS-7207)

¥ Change filterfavorites.filter to 'text' SQL data type (Issue NMS-7251)

¥ Enhanced Linkd inserts wrong Local Port bridge number (Issue NMS-7294)

¥ Java environment in Debian has to be configured twice (Issue NMS-7320)

¥ Database Report "Response time by node" Not Working. (Issue NMS-7337)

¥ IllegalArgumentException on ipnettomediatable (Issue NMS-7358)

¥ No CDP neighbors on a topological map (Issue NMS-7362)

¥ ACLs ineffective in geographic map (Issue NMS-7372)

¥ Unable to display performance data from Host Resource processor table (Issue NMS-7379)

¥ KSC Reports with non-existing resources generate exceptions on the WebUI (Issue NMS-7400)

¥ Title information on the node detail page are confusing (Issue NMS-7410)

¥ Double footer in resource graph page (Issue NMS-7412)
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¥ Normalize the HTTP Host Header with the new HttpClientWrapper (Issue NMS-7432)

¥ Disabling Notifd crashes webUI (Issue NMS-7434)

¥ JRB to RRD converter no longer compiles (Issue NMS-7456)

¥ Reload Collectd and Pollerd Configuration without restart OpenNMS (Issue NMS-7466)

¥ Path Outage severity is not indicated in Web UI (Issue NMS-7467)

¥ DrayTek Vigor2820 Series agent bug: zero-length IpAddress instance ID (Issue NMS-7481)

¥ queued creates its own category for loggings (Issue NMS-7485)

¥ SNMP version syntax inconsistent across components (Issue NMS-7518)

¥ Surveillance View configuration is no longer dynamic (Issue NMS-7531)

¥ EventconfFactoryTest fails with no events eventconf.xml (Issue NMS-7533)

¥ Vaadin SV on index page not fitting to view (Issue NMS-7537)

¥ Vaadin:Dashboard SV dashlet no longer indicate context of other dashlets (Issue NMS-7543)

¥ NPE on admin/notification/noticeWizard/chooseUeis.jsp (Issue NMS-7549)

¥ Smoke test is failing with the new dashboard (Issue NMS-7554)

¥ gui and maps does not display lldp and cdp links (Issue NMS-7563)

¥ Dashboard Auto-Refresh runs JVM out of memory (Full-GC) (Issue NMS-7570)

¥ The XSD for the SNMP Hardware Inventory Provisioning Adapter is not included on the
RPM/DEB packages. (Issue NMS-7576)

¥ Search by foreignSource or severityLabel doesnÕt work on Geo Maps (Issue NMS-7577)

¥ List of service names in the requisition editor should be pulled from the poller conifguration
instead of capsd (Issue NMS-7590)

¥ Tog depth for VmwareMonitor and VmwareCimMonitor is wront (Issue NMS-7597)

¥ Varbinddecodes are being ignored on Notifications (Issue NMS-7598)

¥ Some parameters logged out of order since slf4j conversion (Issue NMS-7603)

¥ Replace PermGen VM arguments with Metaspace equivalents (Issue NMS-7604)

¥ Remote Poller throws ClassNotFound Exception when loading config (Issue NMS-7610)

¥ RPM dependency for JDK 8 is wrong (Issue NMS-7615)

¥ Compass canÕt make a POST request from FILE URLs in some cases (Issue NMS-7616)

¥ Test failure: org.opennms.netmgt.provision.service.Nms5414Test (Issue NMS-7617)

¥ Scrolling issue (Issue NMS-7620)

¥ Memory leak in RTC (Issue NMS-7622)

¥ The PSM doesnÕt work with IPv6 addresses if the ${ipaddr} placeholder is used on host or
virtual-host (Issue NMS-7626)

¥ Timeline image links are not working with services containing spaces (Issue NMS-7629)

¥ Database reports donÕt run in 16 (Issue NMS-7630)
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¥ Match event params for auto-ack of Notification (Issue NMS-7631)

¥ include-url doesnÕt work on poller packages (Issue NMS-7633)

¥ ClassCastException in BSFNotificationStrategy (Issue NMS-7634)

¥ Node resources are deleted when provisiond aborts a scan (Issue NMS-7636)

¥ Default date width in Database Reports is too small (Issue NMS-7637)

¥ Test failure: testImportAddrThenChangeAddr (Issue NMS-7640)

¥ The IP Interface page is blank. (Issue NMS-7641)

¥ The global variable org.opennms.rrd.queuing.category is set to OpenNMS.Queued and should be
queued (Issue NMS-7642)

¥ Test failure: testSerialFailover (Issue NMS-7643)

¥ Fixing Logging Prefix/Category on several classes (Issue NMS-7644)

¥ Test failure: tryStatus (Issue NMS-7645)

¥ XML data collection with HTTP POST requests is not working (Issue NMS-7650)

¥ Improving exception handling on the XML Collector (Issue NMS-7651)

¥ Vaadin surveillance view configuration doesnÕt work with Firefox (Issue NMS-7657)

¥ Error in Debian/Ubuntu init script (Issue NMS-7658)

Enhancement

¥ Add option to turn off snmp v3 passphrase clear text in log files (Issue NMS-1504)

¥ Trapd is not able to process SNMPv3 INFORMs (Issue NMS-2995)

¥ XMPP: Make SASL mechanism configurable (Issue NMS-4619)

¥ Set vertex to focal point (Issue NMS-6442)

¥ Drools Update to 6.0.1 Final (Issue NMS-6581)

¥ PATCH!Ñ!Bridgewave Wireless Bridge (Issue NMS-6963)

¥ Move RTC over to Spring and Hibernate (Issue NMS-7146)

¥ Be able to set the rescanExisting flag when defining a scheduler task on provisiond-
configuration.xml (Issue NMS-7229)

¥ add Siemens HiPath 3000 event files (Issue NMS-7310)

¥ add Siemens HiPath 3000 HG1500 event files (Issue NMS-7311)

¥ add Siemens HiPath 8000 / OpenScapeVoice event files (Issue NMS-7312)

¥ Move notification status indicator to header (Issue NMS-7318)

¥ Add pathOutageEnabled="false" to poller-configuration.xml by default (Issue NMS-7424)

¥ Change varchar to text for CDP and LLDP tables (Issue NMS-7441)

¥ Update Smack API (Issue NMS-7453)

¥ Update asciidoctor maven plugin from 1.5.0 to 1.5.2 (Issue NMS-7461)

¥ Remove Capsd from OpenNMS (Issue NMS-7473)
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¥ Modify WebDetector/Monitor/Plugin/Client to expose ability to enable/disable certificate
validation (Issue NMS-7474)

¥ Add support for gzip compression on REST APIs (Issue NMS-7476)

¥ Allow RRD data to be retrieved via REST (Issue NMS-7479)

¥ Make resource data accessible through ReST (Issue NMS-7480)

¥ The DefaultResourceDao loads all child resources when retrieving a specific resource by id
(Issue NMS-7505)

¥ Use the default threshold definition as a template when adding TriggeredUEI/RearmedUEI on
thresholds through the WebUI (Issue NMS-7528)

¥ Remove unnecessary output from opennms-doc module (Issue NMS-7579)

¥ BSFMonitor creates a new BSFManager every poll which makes caching script engines
ineffective (Issue NMS-7593)

¥ SNMP interface RRD migrator should create and clean up backups interface-wise (Issue NMS-
7595)

¥ Create a ReST API to expose the available detectors/policies/categories/assets/services required
to manipulate foreign sources (Issue NMS-7609)

¥ Need upgrade task for collection strategy classes (Issue NMS-7612)

¥ Create opennms.properties option to choose between new and old dashboard (Issue NMS-7619)

¥ Deprecation of LinkD (Issue NMS-7632)

Story

¥ Allow user to create and modify surveillance views (Issue NMS-7299)

¥ Migrate Surveillance view GWT UI component to Vaadin (Issue NMS-7303)

¥ Migrate Alarms GWT UI component to Vaadin (Issue NMS-7304)

¥ Migrate Notifications GWT UI component to Vaadin (Issue NMS-7305)

¥ Migrate Node Status component from GWT to Vaadin (Issue NMS-7306)

¥ Migrate Resource Graph Viewer component from GWT to Vaadin (Issue NMS-7307)

¥ Update user documentation (Issue NMS-7323)

¥ Allow user to select surveillance view in the Dashboard (Issue NMS-7325)

¥ Remove the GWT dashboard from the code base (Issue NMS-7326)

¥ Remove "report-category" attribute (Issue NMS-7429)

¥ Add surveillance viewÕs name in the left header cell (Issue NMS-7430)

¥ Add an option to disable "refreshing" (Issue NMS-7431)

¥ Add preview window in config UI (Issue NMS-7469)

¥ Icons for alarms and notifications (Issue NMS-7489)

¥ Modal window to show node, alarm and notification details (Issue NMS-7490)

¥ Admin configuration panel shows dashboard instead of surveillance view (Issue NMS-7491)
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¥ Allow to configure refresh time per surveillance view (Issue NMS-7492)

¥ Rename the surveillance config panel link in Admin menu (Issue NMS-7530)

¥ Dashboard Dashlet: Refresh indicator (Issue NMS-7540)

¥ Vaadin Dashboard: Alarm Dashlet should have severity sorting by default (Issue NMS-7542)
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OpenNMS 15
Since OpenNMS 14, a number of backend architectural changes have occurred, as well as a UI
rewrite.

Java 7 and 8
OpenNMS 14 dropped support for Java 6, which has been EOLÕd for some time now.  OpenNMS 15
requires Java 7 or higher to run.

Note that building  under Java 8 still has some known issues.  It is strongly recommended that you
build and run under Java 7 until Java 8 has had enough time to be well-tested.

Core Updates
As always, many updates and cleanups have been made to the OpenNMS core, through refactoring,
addition of unit tests, and other code modernization.

¥ A few subsystems have been updated to run properly under OSGi.

¥ A large number of places where we were still using JDBC calls have been converted to use our
DAO infrastructure and Hibernate.

¥ The OpenNMS ReST APIs now support CORS properly to aid in writing web applications that
consume or update OpenNMS data.

Events
New or updated trap definitions have been added for the following classes of devices:

¥ Citrix NetScaler

¥ Mikrotik RouterOS

¥ OpenSSH syslog events

¥ Procmail syslog events

¥ Postfix syslog events

¥ Siemens HiPath

¥ Veeam Backup/Replication

Web UI and APIs
¥ The Jetty container has been upgraded to use Jetty 8.

¥ The entire web UI has been updated to use bootstrap themeing.  While our initial
implementation was designed to match the existing OpenNMS UI as much as possible, this now
makes it MUCH easier to improve the UI more rapidly going forward.
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[GNU Affero General Public License 3.0]: http://www.gnu.org/licenses/agpl-3.0.html  [User Restriction
Filters]: http://www.opennms.org/wiki/User_Restriction_Filters  [the Hardware Inventory wiki page]:
http://www.opennms.org/wiki/Hardware_Inventory_Entity_MIB

Changelog

Release 15.0.2

Release 15.0.2 is the latest stable release of OpenNMS.  It consists of a large number of bugfixes and
other small changes included in Meridian 2015.1.0.

The codename for 15.0.1 is Psychonauts .

Sub-task

¥ Enhance documentation for VmwareCimMonitor (Issue NMS-7214)

¥ Enhance VmwareCimMonitor (Issue NMS-7215)

¥ Test the feature in Test environment (Issue NMS-7216)

¥ Merge feature in develop for release (Issue NMS-7217)

Bug

¥ "24hr Avail" went negative (Issue NMS-863)

¥ The Stp interface box page throws an exception (Issue NMS-6100)

¥ When displaying Linkd link info on node, ifAlias data in interface columns missing opening
quote (Issue NMS-6158)

¥ EnLinkD IS-IS Link discovery fails on Cisco routers (Issue NMS-6802)

¥ lldpchassisid not properly decoded for DragonWave in Enhanced Linkd Lldp node discovery
(Issue NMS-6912)

¥ IpNetToMedia Table: Manage duplicated ip address  (Issue NMS-7090)

¥ LLdp link discovery: lldpRemLocalPortNum value 0  (Issue NMS-7183)

¥ LldpHelper decode exception (Issue NMS-7184)

¥ Enhanced Linkd inserts wrong Local Port bridge number (Issue NMS-7294)

¥ Java environment in Debian has to be configured twice (Issue NMS-7320)

¥ No CDP neighbors on a topological map (Issue NMS-7362)

¥ 1.12.9-2 rpm install broken (Issue NMS-7398)

¥ KSC Reports with non-existing resources generate exceptions on the WebUI  (Issue NMS-7400)

¥ Double footer in resource graph page (Issue NMS-7412)

¥ JRB to RRD converter no longer compiles (Issue NMS-7456)

¥ opennms-remoting webapp fails due to org.opennms.core.soa classloader issue (Issue NMS-
7464)
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¥ Reload Collectd and Pollerd Configuration without restart OpenNMS (Issue NMS-7466)

¥ Path Outage severity is not indicated in Web UI (Issue NMS-7467)

¥ DrayTek Vigor2820 Series agent bug: zero-length IpAddress instance ID (Issue NMS-7481)

¥ Semantic Zoom problems in Topology Map (Issue NMS-7483)

¥ When adding a new escalation to an existing destination path, the default value for initial delay
is null (Issue NMS-7502)

¥ PageSequenceMonitor HTTP 1.1 traffic is missing host header (Issue NMS-7503)

¥ OpenNMS should fall back to HTTP/1.0 if virtual-host is not configured. (Issue NMS-7506)

¥ Timeline renders very slowly with a couple hundred outages (Issue NMS-7511)

¥ Outages are not getting created (Issue NMS-7519)

¥ JRobin: Unrecognized graph argument  (Issue NMS-7522)

¥ The 404 handler in the ROOT web-app generates a 500 error (Issue NMS-7527)

¥ Event replacement items that contain '%' characters in result in broken notification text
sometimes (Issue NMS-7529)

¥ NullPointerException in Notifd JMX Attributes (Issue NMS-7546)

¥ NPE on admin/notification/noticeWizard/chooseUeis.jsp (Issue NMS-7549)

¥ linkd topology up/down status inconsistent (Issue NMS-7550)

¥ DiskUsageMonitor never fails with a non existing disk (Issue NMS-7551)

¥ Ops Board Configuration "create new board" button stops working. (Issue NMS-7560)

¥ gui and maps does not display lldp and cdp links (Issue NMS-7563)

¥ Blank login page in Debian (Issue NMS-7565)

¥ send-event.pl event datestamp fails to parse where system locale is not English (Issue NMS-
7566)

¥ Lower collectd log severity (Issue NMS-7575)

¥ Search by foreignSource or severityLabel doesnÕt work on Geo Maps (Issue NMS-7577)

¥ Pollerd attempts to create duplicate outages (Issue NMS-7585)

¥ CORS should be disabled by default (Issue NMS-7591)

¥ @JUnitTemporaryDatabase tests do not use connection pooling (Issue NMS-7594)

¥ Print style regression (Issue NMS-7596)

¥ Varbinddecodes are being ignored on Notifications (Issue NMS-7598)

¥ Node ReST service cannot update geolocation information (Issue NMS-7599)

¥ Remote Poller throws ClassNotFound Exception when loading config (Issue NMS-7610)

¥ Compass canÕt make a POST request from FILE URLs in some cases (Issue NMS-7616)

Enhancement

¥ Trapd is not able to process SNMPv3 INFORMs (Issue NMS-2995)
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¥ VMware CIM monitor should be configurable to allow DPM (Issue NMS-7213)

¥ Update ticket.id after creating a new JIRA issue (Issue NMS-7470)

¥ Make availability (RTC) data accessible through ReST (Issue NMS-7478)

¥ Notification wizard client-side filtering of event list   (Issue NMS-7507)

¥ Use the default threshold definition as a template when adding TriggeredUEI/RearmedUEI on
thresholds through the WebUI (Issue NMS-7528)

Release 15.0.1

Release 15.0.1 is the latest stable release of OpenNMS.  It consists primarily of bugfixes to the new
UI and a fix for some database-related issues that could cause duplicate outages.

The codename for 15.0.1 is Silpheed.

Sub-task

¥ XmpMonitor (Issue NMS-6702)

Bug

¥ Outage timeline does not show all outages in timeframe (Issue NMS-7331)

¥ Side-menu layout issues in node resources (Issue NMS-7392)

¥ Outage records are not getting written to the database (Issue NMS-7394)

¥ Overlapping input label in login screen (Issue NMS-7395)

¥ Notifications with asset fields on the message are not working (Issue NMS-7396)

¥ Surveillance box on start page doesnÕt work (Issue NMS-7399)

¥ Data Collection Logs in wrong file (Issue NMS-7403)

¥ Incorrect Availability information and Outage information (Issue NMS-7406)

¥ Visual issues on the start page (Issue NMS-7409)

¥ Duplicate copies of bootstrap.js are included in our pages (Issue NMS-7423)

¥ Poller: start: Failed to schedule existing interfaces (Issue NMS-7425)

¥ Not monitored services are shown as 100% available on the WebUI (Issue NMS-7426)

¥ The PageSequenceMonitor is broken in OpenNMS 15 (Issue NMS-7427)

¥ Normalize the HTTP Host Header with the new HttpClientWrapper (Issue NMS-7432)

¥ Topology UI takes a long to load after login (Issue NMS-7433)

¥ Disabling Notifd crashes webUI (Issue NMS-7434)

¥ The Quick Add Node menu item shouldnÕt be under the Admin menu (Issue NMS-7435)

¥ The default log level is DEBUG instead of WARN on log4j2.xml (Issue NMS-7437)

¥ CORS filter not working (Issue NMS-7452)

¥ Netscaler systemDef will never match a real Netscaler (Issue NMS-7454)
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Enhancement

¥ Read port and authentication user from XMP config (Issue NMS-7419)

¥ Apply the auto-resize feature for the timeline charts (Issue NMS-7438)

Release 15.0.0

Release 15.0.0 is the latest stable release of OpenNMS.  Alongside the usual enhancements and bug
fixes, OpenNMS 15 gets a name (Horizon) and starts the process of finally modernizing the web UI.
We have completely replaced our existing layout using Bootstrap .  While it may look visually
similar for now, this puts us on a footing to make better and more frequent UI changes going
forward.

The codename for 15.0.0 is Sundog.

Sub-task

¥ CiscoPingMibMonitor (Issue NMS-6642)

¥ NetScalerGroupHealthMonitor (Issue NMS-6674)

¥ merge DocuMerge branch into develop branch (Issue NMS-7060)

¥ alter documentation deploy step in bamboo to match the new structure (Issue NMS-7086)

¥ Fix fortinet event typos (fortinet vs fortimail) (Issue NMS-7164)

¥ Fix UEI names for CitrixNetScaler trap events (Issue NMS-7238)

¥ Document CORS Support (Issue NMS-7264)

Bug

¥ Missing localised time in web pages (Issue NMS-1956)

¥ Time to load Path Outages page grows with each entry added (Issue NMS-2358)

¥ Null/blank sysName value causes null/blank node label (Issue NMS-2580)

¥ Create a HibernateEventWriter to replace JdbcEventWriter (Issue NMS-3033)

¥ Able to get to non authorised devices via path outages link. (Issue NMS-3207)

¥ Custom Resource Performance Reports not available (Issue NMS-3615)

¥ jdbcEventWriter: Failed to convert time to Timestamp (Issue NMS-3847)

¥ wrong content type in rss.jsp (Issue NMS-4009)

¥ Paging arrows invisible with firefox on mac (Issue NMS-4246)

¥ Notification WebUI has issues (Issue NMS-4493)

¥ Time format on Event webpage is different that on Notices webpage (Issue NMS-4528)

¥ Installer database upgrade script (install -d) scans every RRD directory, bombs with "too many
open files" (Issue NMS-5057)

¥ RSS feeds are not valid (Issue NMS-5427)
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¥ notifications list breadcrumbs differs from notifications index page (Issue NMS-5618)

¥ Resource Graphs No Longer Centered (Issue NMS-5858)

¥ Vaadin Header not consistent with JSP Header (Issue NMS-6022)

¥ Empty Notification search bug (Issue NMS-6042)

¥ Map Menu is not listing all maps (Issue NMS-6472)

¥ Web UI shows not the correct Java version (Issue NMS-6529)

¥ Problems installing "Testing" on Ubuntu 14.04 (Issue NMS-6613)

¥ Queued Ops Pending default graph needs rename (Issue NMS-6826)

¥ Many graph definitions in snmp-graph.properties have line continuation slashes (Issue NMS-
6827)

¥ New Focal Point Topology UI (STUI-2) very slow (Issue NMS-6894)

¥ Node page availability graph isnÕt "(last 24 hours)" (Issue NMS-6917)

¥ WMI collector does not support persistence selectors (Issue NMS-6924)

¥ test failure: org.opennms.mock.snmp.LLDPMibTest (Issue NMS-6956)

¥ Requisition list very slow to display (Issue NMS-6958)

¥ GeoMap polygons activation doesnÕt accurately reflect cursor location (Issue NMS-6967)

¥ Navbar in Distributed Map is missing (Issue NMS-7015)

¥ Local interface not displayed correctly in "Cdp Cache Table Links" (Issue NMS-7059)

¥ xss in device snmp settings (Issue NMS-7075)

¥ provision.pl just works if the admin user credentials are used (Issue NMS-7112)

¥ Message Error in DnsMonitor (Issue NMS-7115)

¥ Unable to add graph to KSC report (Issue NMS-7120)

¥ ReST call for outages ends up with 500 status (Issue NMS-7126)

¥ OpenNMS logo doesnÕt point to the same file (Issue NMS-7144)

¥ footer rendering is weird in opennms docs (Issue NMS-7149)

¥ Add a unit test for NodeLabel.computeLabel() (Issue NMS-7170)

¥ ie9 does not display any 'interfaces' on a switch node - the tabs are blank (Issue NMS-7176)

¥ NullPointerException When Querying offset in ReST Events Endpoint (Issue NMS-7185)

¥ OpenNMS does not eat yellow runts (Issue NMS-7246)

¥ HTTP 500 errors in WebUI after upgrade to 14.0.2 (Issue NMS-7270)

¥ WMI changed naming format for wmiLogicalDisk and wmiPhysicalDisk device (Issue NMS-
7277)

¥ Enable WMI Opennms Cent OS box (Issue NMS-7279)

¥ Non provisioned switches with multiple VLANs generate an error (Issue NMS-7287)

¥ SNMP configuration shows v1 as default and v2c is set. (Issue NMS-7322)
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¥ Include parts of a configuration doesnÕt work (Issue NMS-7330)

¥ Outage timeline does not show all outages in timeframe (Issue NMS-7331)

¥ Unnecessary and confusing DEBUG entry on poller.log (Issue NMS-7332)

¥ Switches values retrieved incorrectly in the BSF notification strategy  (Issue NMS-7333)

¥ QueryManagerDaoImpl crashes in getNodeServices() (Issue NMS-7335)

¥ Acknowledging alarms from the geo-map is not working (Issue NMS-7359)

¥ Add/Edit notifications takes too much time (Issue NMS-7360)

¥ Update Java in OpenNMS yum repos (Issue NMS-7363)

¥ Octectstring not well stored in strings.properties file (Issue NMS-7367)

¥ RrdDao.getLastFetchValue() throws an exception when using RRDtool (Issue NMS-7368)

¥ Authentication defined in XML collector URLs cannot contain some reserved characters, even if
escaped. (Issue NMS-7381)

¥ The hardware inventory scanner doesnÕt recognize PhysicalClass::cpu(12) for entPhysicalClass
(Issue NMS-7387)

¥ Crash on path outage JSP after DAO upgrade (Issue NMS-7391)

Enhancement

¥ header should always contain links for all sections (Issue NMS-1595)

¥ No link back to node after manually unmanaging services (Issue NMS-2233)

¥ Group path outages by critical node (Issue NMS-2359)

¥ Search for nodes by sysObjectID in web UI (Issue NMS-2582)

¥ Modify results JSP to render multiple columns (Issue NMS-2694)

¥ Sort the Path Outages by Critical Path Node (Issue NMS-5079)

¥ Default hrStorageUsed disk space relativeChange threshold only alerts on a sudden increase of
free space, not a decrease of free space (Issue NMS-5085)

¥ Add ability to search for nodes by SNMP values like Location and Contact (Issue NMS-5133)

¥ Upgrade JasperReports 3.7.6 to most recent version (Issue NMS-5182)

¥ Add link to a nodeÕs upstream critical path node in the dependent nodeÕs web page (Issue NMS-
5448)

¥ Event definitions: Fortinet (Issue NMS-6508)

¥ ImapMonitor does not work with nginx (Issue NMS-6736)

¥ Expose SNMP4J 2.x noGetBulk and allowSnmpV2cInV1 capabilities (Issue NMS-7123)

¥ showNodes.jsp should show nodes in alphabetical order (Issue NMS-7157)

¥ Backup Exec UEI contain "http://" in uei (Issue NMS-7166)

¥ Rename link to configure the Ops Board in the Admin section. (Issue NMS-7205)

¥ Remove "JMX Config Generator Web UI ALPHA" from stable (Issue NMS-7206)
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¥ Document that user must be in 'rest', 'provision' or 'admin' role for provision.pl to work (Issue
NMS-7228)

¥ Add collection of SNMP MIB2 UDP scalar stats (Issue NMS-7247)

¥ CORS Support (Issue NMS-7261)

¥ Improve the speed of the ReST API and Service Layer for the requisitions' repositories. (Issue
NMS-7278)

¥ Enforce selecting a single resource for Custom Resource Performance Reports (Issue NMS-7308)

¥ Rearrange Node/Event/Alarm/Outage links on bootstrap UI (Issue NMS-7317)

¥ Add configuration property for protobuf queue size (Issue NMS-7384)

¥ IpInterfaceScan shouldDetect() method should check for empty string in addition to null string
(Issue NMS-7388)
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OpenNMS 14
Since OpenNMS 1.12, a large number of changes have occurred, including architectural updates,
major topology UI updates, a completely rewritten Linkd (called Enhanced Linkd), and much more.

Licensing
As of OpenNMS 14, OpenNMS is now released under the [GNU Affero General Public License 3.0]. It
is identical to the GPLv3 OpenNMS was previously licensed under, with the additional caveat that
users who interact with OpenNMS software over a network are entitled to receive the source.

Java 7 and 8
OpenNMS 14 drops support for Java 6, which has been EOLÕd for some time now.  OpenNMS 14
requires Java 7 or higher to run.

Note that building  under Java 8 still has some known issues.  It is strongly recommended that you
build and run under Java 7 until Java 8 has had enough time to be well-tested.

Logging System Upgrade
Logging has been completely  revamped in OpenNMS 14.  The locations of various log output are
much more intuitive, and turning on DEBUG/TRACE for specific subsystems is simpler.  The old
log4j.properties  has been superseded by the log4j2.xml  file.

Core Updates
As always, many updates and cleanups have been made to the OpenNMS core, through refactoring,
addition of unit tests, and other code modernization.

¥ The embedded Karaf OSGi container has been updated to 2.4.0.

¥ Many core OpenNMS modules are now capable of being loaded inside an OSGi container.

¥ A large number of legacy Castor-based classes have been updated to use JAXB instead.

¥ SNMP4J has been updated to version 2, which provides improved handling of SNMPv3, in
addition to a number of other bug fixes and improvements to SNMP handling.

¥ JRobin graphing has had a number of graphical updates as well as bugfixes.

¥ The syslog northbounder has been enhanced to be able to do more with alarm data:
http://issues.opennms.org/browse/NMS-5798

¥ New or updated monitors:

¥ DskTableMonitor: UCD-SNMP-MIB-based monitor for disks with errors

¥ HttpPostMonitor: POST data to an HTTP server and evaluate the response headers

¥ JolokiaBeanMonitor: monitors a mbean method via the Jolokia agent
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¥

LaTableMonitor: UCD-SNMP-MIB-based monitor for load average errors

¥ LogMatchTableMonitor: UCD-SNMP-MIB-based monitor for log matches

¥ PrTableMonitor: UCD-SNMP-MIB-based monitor for processes

¥ TcpMonitor: can now match banners using a ~regex

¥ WebMonitor: accepts an optional queryString  parameter for the request

Utility Updates
¥ You may now pass --ifindex  to send-event.pl  when sending events.

¥ provision.pl  can now optionally use the rescanExisting  flag when performing an import.  (See
below for details.)

¥ runjava  now prefers newer Java versions in /Library/Java/JavaVirtualMachines  over
/Library/Java/Home  on Mac OS X.

Events
New or updated trap definitions have been added for the following classes of devices:

¥ Backup Exec

¥ Broadcom

¥ Dell

¥ D-Link

¥ Foundry

¥ Intel (LAN adapters)

¥ Konica

¥ Trend Micro

Data Collection
New or updated collection definitions have been added for the following classes of devices:

¥ Foundry

¥ Konica

Link Discovery
A much more efficient version of Linkd , called Enhanced Linkd (Enlinkd ) has been created.
Traditionally, Linkd  could be quite resource-intensive because it kept large amounts of data in
memory as it attempted to infer links between devices. Enlinkd  instead stores link information from
each end separately and then correlates them when itÕs time to draw links on the topological maps.
This is much less memory intensive and keeps from using CPU until you are actually need link data.
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Enlinkd  can gather link information from:

¥ Cisco Discovery Protocol (CDP)

¥ Cisco VLAN Trunk Protocol (VTP)

¥ MIB II 802.1D BRIDGE-MIB

¥ MIB II ipNetToMediaTable

¥ Intermediate-System-to-Intermediate-System (IS-IS)

¥ Link Layer Discovery Protocol (LLDP)

¥ Open Shortest Path First (OSPF)

Note that Enlinkd  does not  support IP Routes discovery, because it is difficult to mine for correct
data and sometimes ends up with false positives.  The Linkd  service has not been removed in
OpenNMS 14, so if you still need to generate link data based on IP Routes discovery, you can re-
enable Linkd  in service-configuration.xml  and disable the Enlinkd  service.

The configuration file for enhanced link scanning is enlinkd-configuration.xml .

Provisioning
¥ You can now assign a foreign-source to discovered nodes by adding foreign-source="foo"  to the

discovery-configuration  tag in $OPENNMS_HOME/etc/discovery-configuration.xml.

¥ Categories are now handled better in provisiond, so they do not disappear and then reappear
during scan.

¥ New provisioning adapter: opennms-snmp-hardware-inventory-provisioning-adapter A
provisioning adapter using the ENTITY-MIB for collecting hardware inventory while doing a
provisioning scan.  For details, see [the Hardware Inventory wiki page].

¥ In 1.12 we introduced the rescanExisting  flag when performing an import.  Previously this
would allow you to push nodes to Provisiond in batches and trigger imports, and it would only
import any new  nodes that didnÕt already exist in the database.  In OpenNMS 14, this flag has
been extended to have 3 choices:

¥ true  (default): Import all nodes in the requisition (and remove nodes no longer in the
requisition), then perform a scan to apply policies and additional detected services to those
nodes.

¥ false : Import all new  nodes in the requisition, skipping the scan phase.

¥ dbonly: Import all nodes in the requisition (and remove nodes no longer in the requisition), then
skip the scan phase.

¥ The WebDetector can now specify a query string.

¥ It is now possible to selectively detect services on requisitions based on an IPLIKE match.  For
more details, see: http://issues.opennms.org/browse/NMS-6829
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Web UI and APIs
¥ Our Vaadin-based UI components have been updated to Vaadin 7, which provides performance

improvements and better browser support.

¥ A new UI for creating JMX datacollection configuration was added.  It is reachable from the
OpenNMS admin page.

¥ The node groups in geographical maps now include a donut chart which shows alarm status.

¥ Many of the Jasper-based reports have been cleaned up and handle cases where there is no data
more consistently.

¥ The node UI now shows a timeline rather than just a percentage in the availability box.

¥ The event and alarm list UIs now let you save their search constraints for future reuse.

¥ The notification UI can now sort by severity.

¥ The outage UI can now sort by a nodeÕs foreign source.

¥ Some ReST services have been cleaned up to provide more consistent output.

¥ The group ReST service now supports querying the users or categories associated with a group.
(ie, /opennms/rest/groups/users/  and /opennms/rest/groups/categories/ )

¥ The node ReST service now supports manually adding and removing hardware inventory data.
For details, see [the Hardware Inventory wiki page].

¥ The snmp ReST service now supports SNMP v3 configurations.

¥ The Snmp Configuration by IP UI in the admin page has been improved and now supports
SNMP v3 configurations.

Dashboard
A new dashboard (the "Ops Board") has been added.  It allows you to create a custom UI that cycles
through interesting monitoring information.  The different "boards" which are shown are
configurable in the admin page ("Ops Board Config Web UI").

The following dashlets are available:

¥ Alarms (a list of alarms)

¥ Alarm Details (a more detailed list of alarms)

¥ Charts

¥ Image (embed an arbitrary image)

¥ KSC Report

¥ Map (geographical maps)

¥ RRD (RRD graph of your choice)

¥ RTC (same as the front page availability view)

¥ Summary (alarm trends by severity and UEI)

¥ Surveillance
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¥ Topology (topology maps)

¥ URL (embed an arbitrary URL)

Topology Maps
¥ Per-user browser navigation and UI-selection history is now preserved.

¥ Enhanced the topology view to include node and alarm data, synced with map selection.

¥ Alarm, node, and link data can now auto-update without reloading the page.

¥ The topology UI now supports search.

¥ Links from Enhanced Linkd will be shown if it is enabled.

¥ Many other bug fixes, performance updates, and visual enhancements.

Removals
The access-point-monitor  and sms-reflector  projects have been removed from the default
OpenNMS build, as they have not been used in production for quite some time, and existed for very
specific use cases.

The acl  project has been removed as well.  It was an unfinished attempt at implementing ACLs in
OpenNMS which are superseded by the [User Restriction Filters] feature first added in OpenNMS
1.10.x.

[GNU Affero General Public License 3.0]: http://www.gnu.org/licenses/agpl-3.0.html  [User Restriction
Filters]: http://www.opennms.org/wiki/User_Restriction_Filters  [the Hardware Inventory wiki page]:
http://www.opennms.org/wiki/Hardware_Inventory_Entity_MIB

Changelog

Release 14.0.3

Release 14.0.3 is the latest stable release of OpenNMS.  It provides a few small fixes and
enhancements over OpenNMS 14.0.2, and we believe we have truly squashed the wallboard
memory leak this time. ;)  It also includes an important security fix which affects all previous
versions of OpenNMS for CVE-2015-0975, which can provide remote access to local system files.
This upgrade is the STRONGLY recommended for all OpenNMS 14.x users.  For an overview of the
major changes since OpenNMS 1.12.x, see the WhatÕs New in OpenNMS 14 page.

The codename for 14.0.3 is Surge.

Bug

¥ (En)Linkd sends too many logged events re: scanning (Issue NMS-7252)

¥ Cannot Clear alarms in STUI - Acknowledge works (Issue NMS-7255)

¥ TopReportPlugin fails on FreeBSD (Issue NMS-7260)
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¥ Authenticiation in MailTransportMonitor not working (Issue NMS-7265)

¥ The OpenNMS Web User Interface Has Experienced an Error (Issue NMS-7266)

¥ Error reading ami-config.xml (Issue NMS-7269)

¥ Error attempting to get SnmpInterfaces (IpInterfaces) on node page (Issue NMS-7271)

¥ NullPointerException when selecting KSC reports (Issue NMS-7274)

¥ linkDown event is confusing users (Issue NMS-7285)

¥ ConcurrentModificationException thrown when adding/modifying graph templates for resource
types that are being used (Issue NMS-7289)

¥ Authenticated XXE Vulnerability (Issue NMS-7291)

¥ Authenticated XXE Vulnerability (CVE-2015-0975) (Issue NMS-7321)

Enhancement

¥ Datacollection for Terminal Services on W2K8+ (Issue NMS-4763)

¥ Add WMI data collection and graphs for paging, disk I/O, and total memory (Issue NMS-6822)

¥ The Wallboard app makes OpenNMS unusable after a few days even if it is not used. (Issue
NMS-7230)

Release 14.0.2

Release 14.0.2 is the latest stable release of OpenNMS.  It provides a few small fixes and
enhancements over OpenNMS 14.0.1, including a fix for a critical memory leak in the OpenNMS
web UI.  This upgrade is strongly recommended for all OpenNMS 14.x users.  For an overview of the
major changes since OpenNMS 1.12.x, see the WhatÕs New in OpenNMS 14 page.

The codename for 14.0.2 is Club-Mate .

Sub-task

¥ Citrix Netscaler trap events (Issue NMS-7238)

Bug

¥ Syslog Northbounder throws exceptions on certain alarms (Issue NMS-6551)

¥ ICMP availability with custom packet size doesnÕt work with JNI (Issue NMS-7073)

¥ Node page for a switch or router is unusable with Enhanced Linkd enabled (Issue NMS-7092)

¥ Vaadin applications show Page Not Found error (Issue NMS-7130)

¥ The XML Collector is not storing the proper data for node-level resources (Issue NMS-7186)

¥ The XML Collection Handler is caching the resourceTypes (Issue NMS-7187)

¥ Edit an existing scheduled outage from nodeÕs page doesnÕt work (Issue NMS-7190)

¥ The report "Total Bytes Transferred By Interface" is not working with RRDtool  (Issue NMS-7193)

¥ When the DNS name of a discovered node changes, Provisiond doesnÕt update the node label.
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(Issue NMS-7195)

¥ Null pointer exception  removing services from node (Issue NMS-7218)

¥ Some GWT pages are not working on IE (Issue NMS-7227)

¥ The downtime model never removes the nodes when it is instructed to do it (Issue NMS-7231)

¥ XML collector in JSON mode assumes all element content is String (Issue NMS-7243)

¥ NPE on "manage and unmanage services and interfaces" (Issue NMS-7245)

¥ Clicking On View Node Link Detailed Info Give java.lang.IllegalArgumentException (Issue NMS-
7250)

Enhancement

¥ Move the "Add new outage" to the top of the page. (Issue NMS-7194)

¥ The Wallboard app makes OpenNMS unusable after a few days even if it is not used. (Issue
NMS-7230)

¥ Mikrotik RouterOS trap definitions (Issue NMS-7237)

Release 14.0.1

Release 14.0.1 is the latest stable release of OpenNMS.  It provides a few small fixes and
enhancements over OpenNMS 14.0.0. For an overview of the major changes since OpenNMS 1.12.x,
see the WhatÕs New in OpenNMS 14 page.

The codename for 14.0.1 is Big Red.

Release 14.0.1

Bug

¥ WMI collector does not support persistence selectors (Issue NMS-6924)

¥ "Dashboard" & "Add Node" tabs in the navigation bar doesnÕt change style when being selected.
(Issue NMS-7150)

¥ debian packages still try to use java 1.5 by default (Issue NMS-7154)

¥ OpenNMS on Debian Jessie Fails to Install if PostgreSQL is Not Already Configured (Issue NMS-
7155)

¥ When I clicked on "Change Node Label" for modifying node lable it giving the error below.
(Issue NMS-7156)

¥ $OPENNMS_HOME/bin/system-report throws a ClassNotFoundException (Issue NMS-7163)

¥ The WebUI is not showing the resources associated with new resource types added on the fly.
(Issue NMS-7168)

¥ command-line scripts should output to the console (Issue NMS-7174)

¥ "OpenNMS Disconnect!Ñ!is the OpenNMS daemon running?" is confusing (Issue NMS-7177)
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Release 14.0.0

Release 14.0.0 is the latest stable release of OpenNMS.  It would have been 1.14.0, but we have
changed versioning conventions.  There are a huge number of bug fixes and changes in this release
since the last unstable version, 1.13.4.  For an overview of the major changes since OpenNMS 1.12.x,
see the WhatÕs New in OpenNMS 14 page.

The codename for 14.0.0 is Cheerwine .

Sub-task

¥ Test installer for Windows 8.1 (Issue NMS-7021)

¥ Replace GPLÕd images of Ops Panel and Vmware Topology Provider (Issue NMS-7034)

¥ Test installer for Ubuntu 14.04 (Issue NMS-7071)

Bug

¥ Convert EventsArchiver to use Hibernate (Issue NMS-3034)

¥ linkd not showing links between nodes and cisco switches (Issue NMS-3913)

¥ Postgres database upgrade fails in InstallerDb.databaseSetUser on Windows (Issue NMS-4041)

¥ Sending notifications causes exception in javamailer if user is missing smtp adress (Issue NMS-
4367)

¥ Provisiond temporarily deletes policy-based surveillance categories from existing nodes when
synchronizing (Issue NMS-5059)

¥ install_iplike.sh needs explicit DROP FUNCTION if PL/PGSQL sproc already exists / PostgreSQL
9.1 / Ubuntu 11.10+ / Fedora 16+ (Issue NMS-5212)

¥ Threshold expressions for node-level metrics doesnÕt work on non SNMP Collectors (Issue NMS-
5219)

¥ File based Provisioning Groups nodes lose historic Service Outage information after manual
Synchronization for services added with detectors. (Issue NMS-5266)

¥ config-tester does not run on a standard Debian install (Issue NMS-5603)

¥ Adding a node through "Add Node" when filling in the hostname/IP but not Node Name results
in a null node name (Issue NMS-5847)

¥ Collectd is still collecting data from each duplicate IPs after removing the duplicates (Issue NMS-
6226)

¥ Small font size in JRobin graphs after upgrade to 1.12.2  (Issue NMS-6303)

¥ OpenNMS not starting because of dataSource bean NPE (Issue NMS-6312)

¥ Remote polling does not work (Issue NMS-6326)

¥ OpenNMS tested 1.12.1 and 1.12.3-Cannot start OpenNMS with a configured Selenium-Monitor
(Issue NMS-6371)

¥ ThereÕs no way to rediscover SNMP properties on a discovered node handled by Provisiond
(Issue NMS-6380)
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