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Chapter 1. Data Choices

The Data Choices module collects and publishes anonymous wusage statistics to
https://stats.opennms.org .

When a user with the  Adminrole logs into the system for the first time, they will be prompted as to
whether or not they want to opt-in to publish these statistics. Statistics will only be published once
an Administrator has opted-in.

Usage statistics can later be disabled by accessing the 'Data Choices' link in the 'Admin' menu.

When enabled, the following anonymous statistics will be collected and publish on system startup
and every 24 hours after:

¥ System ID (a randomly generated UUID)

¥ OpenNMS Horizon Release

¥ OpenNMS Horizon Version

¥ OS Architecture

¥ OS Name

¥ OS Version

[EEN

. Number of Alarms in the alarms table
. Number of Events in the events table
. Number of IP Interfaces in the ipinterface table

. Number of Nodes in the nodetable

o A~ W DN

. Number of Nodes, grouped by System OID


https://stats.opennms.org

Chapter 2. User Management

Users are entities with login accounts in the OpenNMS Horizon system. Ideally each user
corresponds to a person. An  OpenNMS Horizon User represents an actor which may be granted
permissions in the system by associating  Security Roles. OpenNMS Horizon stores by default User
information and credentials in a local embedded file based storage. Credentials and user details,

e.g. contact information, descriptions or Security Roles can be managed through the  Admin Section
in the Web User Interface.

Beside local Users, external LDAP service and SSO can be configured, but are not scope in this
section. The following paragraphs describe how to manage the embedded User and Security Roles
in OpenNMS Horizon .

2.1. Users

Managing Users is done through the Web User Interface and requires to login as a User with
administrative permissions. By default the admin user is used to initially create and modify Users.
The User, Password and other detail descriptions are persisted in users.xml file. It is not required to
restart OpenNMS Horizon when User attributes are changed.

In case administrative tasks should be delegated to an User the Security Role named ROLE_ADMIN
can be assigned.

DonOt delete the admin and rtc user. The RTCuser is used for the communication of
l the Real-Time Console on the start page to calculate the node and service
availability.

1 .
Change the default admin password to a secure password.

How to set a new password for any user

1. Login as a User with administrative permissions

2. Choose Configure OpenNMS  from the user specific main navigation which is hamed as your
login user name

. Choose Configure Users, Groups and On-Call roles and select Configure Users

3
4. Click the Modify icon nextto an existing User and select Reset Password
5. Set a new Password , Confirm Password and click OK

6

. Click Finish to persist and apply the changes

How users can change their own password

1. Login with user name and old password

2. Choose Change Password from the user specific main navigation which is named as your login
user name

3. Select Change Password

4. ldentify yourself with the old password and set the new password and confirm


https://wiki.opennms.org/wiki/Spring_Security_and_LDAP
https://wiki.opennms.org/wiki/Single_Sign_On

5.

6.

Click Submit

Logout and login with your new password

How to create or modify user

1
2.

Login as a User with administrative permissions

Choose Configure OpenNMS  from the user specific main navigation which is named as your
login user name

Choose Configure Users, Groups and On-Call roles and select Configure Users

Use Add new user and type in a login name as User ID and a Password with confirmation or
click Modify nextto an existing User

Optional : Fill in detailed User Information to provide more context information around the new
user in the system

Optional : Assign Security Roles to give or remove permissions in the system

Optional : Provide Notification Information which are used in Notification targets to send
messages to the User

Optional : Set a schedule when a User should receive Notifications

Click Finish to persist and apply the changes

By default a new User has the Security Role similar to ROLE_USER assigned.
# Acknowledgment and working with Alarms and Notifications is possible. The
Configure OpenNMS administration menu is not available.

How to delete existing user

1
2.

Login as a User with administrative permissions

Choose Configure OpenNMS  from the user specific main navigation which is named as your
login user name

Choose Configure Users, Groups and On-Call roles and select Configure Users
Use the trash bin icon next to the  User to delete

Confirm delete request with  OK

2.2. Security Roles

A Security Roles is a set of permissions and can be assigned to an  User. They regulate access to the
Web User Interface and the ReST APIto exchange monitoring and inventory information. In case of

a distributed installation, the Minion or Remote Poller instances interact with  OpenNMS Horizon
and require specific permissions which are defined in the Security Roles ROLE_MINION and
ROLE_REMOTING. The following Security Roles are available:

Table 1. Functions and existing system roles in  OpenNMS Horizon



Security Role Description
Name

anyone In case the opennms-webapp-remotingackage is installed, any user can download
the Java Webstart installation package for the remote poller from
http://opennms.server:8980/opennms-remoting/webstart/app.jnip

ROLE_ANONYMO Allows HTTP OPTIONS request to show allowed HTTP methods on a ReST
us resources and the login and logout page of the Web User Interface.

ROLE_ADMIN Permissions to create, read, update and delete in the Web User Interface and
the ReST APL

ROLE_ASSET_EDI Permissions to just update the asset records from nodes.
TOR

ROLE_DASHBOA Allow users to just have access to the Dashboard .
RD

ROLE_DELEGATE Allows actions (such as acknowledging an alarm) to be performed on behalf of
another user.

ROLE_JMX Allows retrieving JMX metrics but does not allow executing MBeans of the
OpenNMS Horizon JVM, even if they just return simple values.

ROLE_MINION Minimal amount of permissions required for a Minion to operate.

ROLE_MOBILE Allow user to use  OpenNMS COMPASSmobile application to acknowledge
Alarms and Notifications via the ReST API.

ROLE_PROVISIO Allow user to use the Provisioning System and configure SNMP in OpenNMS
N Horizon to access management information from devices.

ROLE_READONL Limited to just read information in the Web User Interface and are no
Y possibility to change Alarm states or Notifications .

ROLE_REMOTING Permissions to allow access froma Remote Poller instance to exchange
monitoring information.

ROLE_REST Allow users interact with the whole ReST APlof OpenNMS Horizon

ROLE_RTC Exchange information with the ~ OpenNMS Horizon Real-Time Console for
availability calculations.

ROLE_USER Default permissions of a new created user to interact with the Web User
Interface which allow to escalate and acknowledge Alarms and Notifications .

How to manage Security Roles for Users:

1. Login as a User with administrative permissions

2. Choose Configure OpenNMS  from the user specific main navigation which is hamed as your
login user name

3. Choose Configure Users, Groups and On-Call roles and select Configure Users
4. Modify an existing User by clicking the modify icon next to the User

5. Select the Role from Available Roles inthe Security Roles section


http://opennms.server:8980/opennms-remoting/webstart/app.jnlp

6. Use Add and Remove to assign or remove the Security Role from the User

7. Click Finish to persist and apply the Changes

8. Logout and Login to apply the new Security Role settings

How to add custom roles
¥ Create a file called $OPENNMS_HOME/etc/security-roles.properties

¥ Add a property called roles , and for its value, a comma separated list of the custom roles, for

example:

roles=operator,stage

¥ After following the procedure to associate the security roles with users, the new custom roles
will be available as shown on the following image:

User Password
Reset Password
User Information
Full Name: operator
Comments: An operator user
P
Security Roles: Avallable Rules Currently in User
F{DLE MINIDN

Fl{}LE FIEADDNLY
ROLE_REMOTING

ROLE_REST
BOLE BTG

N ROLE STAGE |
HULE_USEH

» Add « Remove

:imagesdir: ../../images

2.3. Web Ul Pre-Authentication

It is possible to configure OpenNMS Horizon to run behind a proxy that provides authentication,
and then pass the pre-authenticated user to the ~ OpenNMS Horizon webapp using a header.

The pre-authentication configuration is defined in $OPENNMS_HOME/jetty-webapps/opennms/WEB-
INF/spring-security.d/header-preauth.xml . This file is automatically included in the Spring Security



context, but is not enabled by default.

DO NOT configure OpenNMS Horizon in this manner unless you are certain the

| web Ul is only accessible to the proxy and not to end-users. Otherwise, malicious
attackers can craft queries that include the pre-authentication header and get full
control of the web Ul and ReST APIs.

2.3.1. Enabling Pre-Authentication

Edit the header-preauth.xml file, and set the enabled property:

<beans:property name'enabled" value="true" />

2.3.2. Configuring Pre-Authentication

There are a number of other properties that can be set to change the behavior of the pre-
authentication plugin.

Property Description Default

enabled Whether the pre-authentication ~ false
plugin is active.

failOnError If true, disallow login if the false
header is not set or the user
does not exist. If false, fall
through to other mechanisms
(basic auth, form login, etc.)

userHeader The HTTP header that will X-Remote-User
specify the user to authenticate
as.

credentialsHeader A comma-separated list of

additional credentials (roles)
the user should have.



Chapter 3. Administrative Webinterface

3.1. Grafana Dashboard Box

Grafana provides an API key which gives access for 3rd party application like OpenNMS Horizon .
The Grafana Dashboard Box on the start page shows dashboards related to  OpenNMS Horizon . To
filter relevant dashboards, you can use a  tag for dashboards and make them accessible. If no  tag is
provided all dashboards from  Grafana will be shown.

The feature is by default deactivated and is configured through opennms.properties .. Please note that
this feature works with the  Grafana API v2.5.0 .

Quick access to Grafana dashboards from the OpenNMS Horizon start page

Apr 17, 2016 10:47 EDT @
CHORIZON
‘wpzi/NMS Search Info ~ Status ~ Reports + Dashboards » Maps v L demo =
Home
medaniels.internal.opennms.com has 1 alarm Categories Outages Availability & You have 1 outstanding notice
{15 hours) & There are 1 outstanding notice
Network Interfaces 0 of 125 100.000% {8 On-Call Schedule
mephesto.internal.opennms.com has 1 alarm
(18 hours) Web Servers 0 of 51 100.000%
twe-rr-nc-2-la-ca has 2 alarms (18 hours) Email Servers Oof 14 §9.995%
stanford.internal.opennms.com has 1 alam DNS and DHGP Servers 0of9 100.000% Search
(23 hours) Database Servers 0of0 100.000%
uglﬂybub.mterral.cpennms.cum has 1 alarm JMX Servers 0of0 100.000%
paes Software Update 3of22 86.600% Mo KEC reports defined
atlgate has 2 alarms (2 days)
Other Servers Dof71 100.000% Search
cartman.internal.opennms.com has 1 alarm
(2 days) Total Outages Availability
T e e (R Overall Service Availability 601330 98.612% (S e D soe
all CPU/Load
all Database Servers
2l Oponnis
mephesto.internal.opennms.com (18 hours) al Overview
twe-rr-nc-2-la-ca (18 hours) all Perfomance Dashboard
stanford.internal.opennms.com (23 hours) al
uglybob.internal.opennms.com (2 days) all
medaniels.internal.opennms.com (4 days) al
Table 2. Grafana Dashboard configuration properties
Name Type Description Defau
It
org.opennms.grafanaBoX.s Boole This setting controls whether a grafana box showing the false
how an available dashboards is placed on the landing page. The
two valid options for this are  true or false .
org.opennms.grafanaBoX.h Strin  If the box is enabled you also need to specify hostname of localh
Ol g the Grafana server ezl
org.opennms.grafanaBoX.p |nteg The port of the Grafana server ReST API 3000
ort
er

o_r}%.opennms.grafanaBox.a Strin  The API key is needed for the ReST calls to work
pikey
g

org.opennms.grafanaBox.t Strin  When a tag is specified only dashboards with this given
ag g tag will be displayed. When no tag is given all dashboards
will be displayed


http://grafana.org/

Name Type

org.opennms.grafanaBoX.p Strin
rotocol 9

org.opennms.grafanaBox.c |nteg

onnectionTimeout -

org.opennms.grafanaBox.s |nteg

oTimeout er

org.opennms.grafanaBox.d |nteg

ashboardLimit -

If you have

Description Defau

The protocol for the ReST call can also be specified http

Timeout in milliseconds for getting information from the 500
Grafana server

Socket timeout 500
Maximum number of entries to be displayed (0 for 0
unlimited)

Grafana behind a proxy it is important the

$ org.opennms.grafanaBox.hostnameis reachable. This host name is used to generate
links to the Grafana dashboards.

The process to generate an Grafana APl Key can be found in the HTTP API documentation . Copy the
API Key to opennms.properties as org.opennms.grafanaBox.apiKey.

3.2. Operator Board

In a network operation center

(NOC) the Ops Board can be used to visualize monitoring

information. The monitoring information for various use-cases are arranged in configurable
Dashlets. To address different user groups it is possible to create multiple Ops Boards.

There are two visualisation components to display Dashlets:

¥ Ops Panel: Shows multiple Dashlets on one screen, e.g. on a NOC operators workstation

¥ Ops Board: Shows one Dashlet at a time in rotation, e.g. for a screen wall in a NOC


http://docs.grafana.org/reference/http_api/#create-api-token

Dashlet Dashlet

Dashlet Dashlet

Ops Panel

Figure 1. Concept of Dashlets displayed in Ops Panel

Dashlet

Ops Board

Figure 2. Concept to show Dashlets in rotation on the Ops Board

3.2.1. Configuration

To create and configure Ops Boards administration permissions are required. The configuration
section is in admin area of OpenNMS Horizon and named Ops Board Config Web Ui .
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System Configuration
Configure Users, Groups and On-Call Roles

Provisioning

Manage Provisioning Requisitions

Impert and Export Assat Information

Manage Surveillance Categories

Configure Discovery

Configure SNMP Community Names by IP Address
Manually Add an Interface

Delete Nodes

Event Management

Manually Send an Event
Configure Notifications
Customize Event Configurations

Notification Status: @ On () Of = Update
Service Monitoring

Configure Scheduled Outages
Manage and Unmanage Interfaces and Services

Performance Measurement

Configure SNMP Collections and Data Collection Groups
Configure SNMP Data Collection per Interface
Configure Thresholds

Distributed Monitoring

Manage Monitoring Locations
Manage Applications
Manage Remate Pollers
Manage Minions

Additional Tools

Instrumentation Log Reader
SNMP MIB Compiler

Surveillance Views Configuration
JMX Gonfiguration Generator

Figure 3. Navigation to the Ops Board configuration

Apr 17,2016 16:540EST.

Search Info - Status « Repaorts « Dashboards Maps - .I.ind\gu -

Descriptions
Detailed Documentation on all options can be found on the OpeniMS wiki.

‘Configure Users, Groups and On-Call Roles: Add, modify or delete existing users. Groups contain users. Roles
are built from groups and provide a mechanism to implement calendar-based on-call staff rotations. (User: A
person, Group: Administrators, Role: On Duty Staff)

Manage Provisioning Requisitions: Add nodes, interfaces and services to OpenNMS based partly or completely
‘on the contents of a Requisition rather than strictly by having OpenhNMS discover the netwark.

Import and Export Asset Information: Export and import data into OpenNMS's asset inventory. The comma-
delimited file format is supported by most spreadsheet and database applications.

Manage Surveillance Categories: Manage surveillance categories (also known as node categories) and edit the
list of nodes belonging to each category.

‘Configure y: Setup the IP
'scan periodically in order to detect new nodes.

{individual and/or ranges) that you want GpenNMS to

Manually Add an Interface: Trigger a scan of an |Pv4 or IPv6 interface. If the IP address of the interface is
contained in the IP address tables of an existing node, the interface will be added into the node. Otherwise, a new
nade will be created.

Delete Nodes: Permanently delete nodes from the database.
Manually Send an Event: Allows you to build a specific event and send it to the system.

‘Configure Notifications: Create and manage notification escalation plans, called destination paths. A destination
path Is associated to an OpenNMS event. Each path can have any arbitrary number of escalations or targets
(users, groups, on-call roles) and can send notices through email, pagers, et cetera. Each destination path can be
triggered by any number of OpenNMS events and may further be associated with specific interfaces or services.

‘Customize Event Configurations: Add and edit configuration files for events definitions.

Notification Status: Notifications will be sent out only If this setting is switched 1o On. This is a system-wide
setting. As long as this is Off, OpenNMS will not create notifications. The current status of notifications is reflected
by the bell icon in the upper right-hand corner of every OpenNMS screen.

‘Configure Scheduled Outages: Add and edit scheduled outages. You can pause notifications, polling,
thresholding and data collection {or any combination of the four) for any interface/node for any time.

‘Configure SNMP Community Names by IP Address: Configure the Community String used in SNMP Data
Collection and other SNMP operations. OpenNMS is shipped with 2 community string of “public®. If you have set
a different read community on your devices you must put it here to be able to collect data from these devices.

Manage and Unmanage Interfaces and Services: \anaging an interface or service means that OpenNMS
performs tests on this interface or service. If you want to explicitly enable or disable testing you can set that up
here. A typical case is if a web server is listening on both an internal and an external interface. If you manage the
service on both interfaces, you will get two naotifications if it fails. If you want only one, unmanage the service on
one of the interfaces.

Manage SNMP Collections and Data Collection Groups: Manage SNMP Collections and the content of the files
for data collection groups.

‘Configure SNMP Data Collection per Interface: This interface will allow you to configure which IP and non-IP
interfaces are used in SNMP Data Collection.

Create or modify Ops Boards is described in the following screenshot.

CHORIZON
UpZINMS

Apr17, 201616:160EST.

Search  Info~  Status v  Reports v  Dashboards ~ Maps »  Lindigo «
Home =~ Admin = Ops Board Configuration
Overview NOC-Mailsystem x = ®
Ops Board configuration (Help )

Title [NOC-Mailsystem :i (_Add dﬂ"‘! :) ‘-.M@

Alarm Details
Dashic IR 5 ) prioty (&)
Charts E—
Title  |mage

Duration 15i : |
KSC

Map
i | RRD |
RTC
Summary
Surveillance
Topology
URL

Boost-Duration |0

Boost-Priority |0 .

( Properties .
e ()

OpenNMS Copyright © 2002-2016 The OpenNMS Group, Inc. OpenNMS® is a registered trademark of The OpenNMS Group, Inc.

Figure 4. Adding a Dashlet to an existing Ops Board

1. Create a new Ops Board to organize and arrange different

2. The name to identify the Ops Board

Dashlets

3. Add a Dashlet to show OpenNMS Horizon monitoring information
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10.
11.
12.
13.

Show a preview of the whole  Ops Board
List of available Dashlets

Priority for this Dashlet in Ops Board rotation, lower priority means it will be displayed more
often

Duration in seconds for this Dashlet in the Ops Board rotation

Change Priority if the Dashlet is in alert state, this is optional and maybe not available in all
Dashlets

Change Duration if the Dashlet is in alert state, it is optional and maybe not available in all
Dashlets

Configuration properties for this Dashlet
Remove this Dashlet from the Ops Board
Order Dashlets for the rotation on the  Ops Board and the tile view in the  Ops Panel

Show a preview for the whole  Ops Board

The configured Ops Board can be used by navigating in the main menu to Dashboard ! Ops Board

Figure 5. Navigation to use the Ops Board

3.2.2. Dashlets

Visualization of information is implemented in Dashlets. The different Dashlets are described in
this section with all available configuration parameter.

To allow filter information the Dashlet can be configured with a generic  Criteria Builder

Alarm Details

This Alarm-Details Dashlet shows a table with alarms and some detailed information.
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